IMPOTOKOJI Ne 22277/2024
MPOBe/IeHUsI COBMECTHBIX UCTIBITAHUH MPOrPaMMHOI0 00ecreueHusi «AreHT
aamuHucTpupoBanus Kaspersky Security Center» Bepcuu 14.2.0.23324 u onepaliuoOHHOM
CHUCTeMBI Crielia/IbHOro Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01

(ouepeagHoe o6HOB/IeHME 1.7)

r. MockBa 14.05.2024

1 Ilpegmet vcrnibITaHNM

1.1 B HacTtosiieM npoTokose 3aguKcupoBaH (akT npoBefeHus B nepuof ¢ 08.05.2024 mo
14.05.2024 coBMeCTHBIX HCITBITAHUM ITPOrPaMMHOTO obOecrieueHUs] «ATeHT aJMHUHHCTPHPOBAHUS
Kaspersky Security Center» Bepcum 14.2.0.23324 (gmanee — IIO), paspaboranHoro AO
«JIaboparopusi Kacriepckoro», v onepaijMoHHONM CUCTEMBI CIeIMaJbHOTO Ha3HaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe obHoBneHuwe 1.7) (mamee — Astra Linux SE 1.7.0),
Bkmtouasi Astra Linux SE 1.7.0 ¢ ycraHOB/IeHHbIM OIepaTUBHbIM OOHOB/IeHHeM 0e30mMacHOCTH
BIOJIJTIETEHB Ne 2023-1023SE17 (omeparuBHOe oOHOBneHnue 1.7.5) (mamee — Astra Linux SE
1.7.5), paspaboranHoit OO0 «PycBUTex-AcTtpa».

2 OOBEeKT UCTTBITAaHUM

2.1 [lepeyeHb KOMIIOHEHTOB, 3KCIUTyaTUpPOBABIIUXCA B XO[e [POBeJeHUsl [JaHHBIX

UCTIbITaHNH, oTHOCsiuxcs K [10, pencrasnen B Tabsurie 1.

Tabmura 1 — IlepeueHb KOMITOHEHTOB, OTHOCSIIMXCA K [10

Omnucanue HaumenoBanue MD5 HcTounuk

Pecypc B ceTu «IHTE€pHET»,
azpec:
«https://www.kaspersky.ru/s

. mall-to-medium-business-
@aiin nporpaMMHOro klnagent64_14.2.0- 7€96c1a9bb45e975e63a650

security/downloads/
naketa guctpubytusa I10 | 23324_amd64.deb 2742b23df

endpoint?icid=ru_sup-
site_trd_ona_oth__onl_b2b
_klsupport_tri-

dl___ ksc_ »
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BcriomoraTe TbHbIH
JIVCTPUOYTHUB,
HCTI0JTb30BaICS JI/Ist
OpraHu3alM CTeHja

TeCTUPOBAHUA

ksc64_14.2.0-
23324 _amd64.deb

d29b70c0c2e48dc24dfc5ae5
94908146

Pecypc B cetn «/IHTEpHeT»,
azpec:
«https://www.kaspersky.ru/s
mall-to-medium-business-
security/downloads/
endpoint?icid=ru_sup-
site_trd_ona_oth__onl b2b
_klsupport_tri-

dl ksc_ »

BcriomoraTe ibHbIH
JIVCTPUOYTHUB,
HCTI0JTb30BaICS JI/Ist
OpraHu3alM CTeH A

TeCTUPOBAHUA

ksc-web-console-

15.0.136.x86_64.deb

d0f8db552a0a894ed2d0329
046893b18

Pecypc B cetu «/IHTepHeT»,
azipec:
«https://www.kaspersky.ru/s
mall-to-medium-business-
security/downloads/
endpoint?icid=ru_sup-
site_trd_ona_oth__onl_b2b
_klsupport_tri-

dl_ ksc_ »

3 Xo/ UCrbITaHUH

3.1 B xo7ie mpoBe/ieHUs HACTOSIIMX UCTIBITAHNH OBbI/TM BHITIOJTHEHBI TIPOBEPKH KOPPEKTHOCTU
¢yukuronvpoBanus I10 B cpepax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5 B o0beme,
yKasaHHOM B IIpunoxkenun 1.

3.2 IlepeueHs UCIO/IbL3YEeMbIX PEIIO3UTOPUEB NpuBesieH B [Ipunoykenuu 2.

3.3 HeodwurmaneHeie perio3utopuu 10 /151 yKa3aHHBIX CpeJ| He SKCITyaTUPOBaMUCh.

3.4 C yenblo MpoBe/ieHus1 TIPOBEepPOK MpH BK/IOYEHHOM pexxuMme 3I1C ucnonb3oBancs dain
OTKPBITOTO K/Ttoua pa3paborurka I10.

3.5 [IpoBepka KoppeKTHOCTH (yHKLUMOHKMPOBaHUs [10 B yCIOBUSIX HEHY/eBOrO YPOBHS
KOH(UW/IeHLIMaTbHOCTY MeXaHHM3Ma MaHJAaTHOrO pasrpaHydyeHds Jocrtyna (manee — MPI)
yKa3aHHBbIX CpeJi He MPOBOAWIACh MO MPUYMHe OTCYTCTBUS nopafepxku I10 cooTBeTcTByMOLIEH
¢ynximonanbHoct OC. VHdopmatys 06 OTCYTCTBUM YIIOMSIHYTOM TOAJep>XXKKU Obuia 3asiBjieHa
cTopoHo# paspabotunka I[10.

3.6 lnst obecrieuerust pabotel I1O B pexxume 3I1C, He0OXOAMMO yCTaHOBUTH TAKeT astra-
digsig-oldkeys 13 6a30BOro pemno3uTOpUsi ¥ MIOMECTUTh OTKPBITHIA K/IHOU TI0 C/IeAYIOIIeMy IyTH:
/etc/digsig/keys/legacy/kaspersky/.

4 Pe3ynbTaThl UCIIBITAHUMN
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4.1 T1O KoppeKTHO QyHKLIMOHUpYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.

5 BeiBO

5.1 T1O u onepaljMoHHasl CUCTeMa CliellaabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/ieHWe 1.7) COBMeCTHMbI, TpUHMMasi BO BHHMaHHe
rH(opMal[1to, cofiep>Kalllyrocs B pa3zenax 3, 4 u [IpunoykeHuu 2.

6 CoctaB paboueii rpymIibl ¥ TIOATIMCH CTOPOH

6.1 /laHHBII IPOTOKO/I COCTaB/IeH yUaCTHUKaMHU paboueli TpyTIIibL:

[Tpokantok /. C. — HauabHUK CEeKTOpa OTZe/a TeEXHOJIOTMYeCKOl COBMECTUMOCTH
JlerlapTamMeHTa pa3BUTUS TexHOoJ/Iornyeckoro cotpyaaudectsa JBuC OO0 «PycbUTex-Actpa»;

[TnotHukoB [I. B. — uH)XeHep OoT/es1a TeXHOIOTHYeCKOW COBMEeCTUMOCTH JlellapTamMeHTa

pasBuUTUsA TexHosoruyeckoro corpygHuuectsa IBuC OOO «PycbUTex-Actpa».
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ITpunoxenue 1 K Ilporokony Ne 22277/2024

ITepeuennb npoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.5

Pesynprar npoBepku I10 u Astra Linux SE

ljg HauMeHOBaHMe POBEPKH 1.7.0 c agpom OC 1.7.5 c agpom OC
n/n
5.4.0-54- 5.4.0-54- 5.4.0-162- 5.4.0-162- 5.10.190-1- 5.10.190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1-
generic hardened generic hardened generic hardened generic hardened lowlatency generic

1. | ¥cranoBka I1O Ycnemso Ycnemno YcremHo Ycnemsno Ycnemno Ycnemso Ycnemno YcremHo Ycnemsno Ycnemno

2. |3anyck, ocTaHoBKa BbinoiHeHus 110 YcnenHo YcrnemHo YcnenHo Ycnemxo YcnemHo YcrnemHo Ycnelmxo YcriewHo YcnemHo YcremHo
OKcrutyatanysi MUHUMalbHOW 6a30Boi

3. yarai Ycnewso Ycnemxo YcneuHo YcnemHo Ycnemxo Ycnemso YcnemHo YcnenHo Ycnemso YcnemHo
¢yskunonansHOCTH [10
®ynkuumoHuposanue 10 B yc1oBusix

4. | HA3KOrO ypOBHS L|eJIOCTHOCTH Ycrermso Ycnemno YcremHo Ycnemno Ycnemno Ycnemsno Ycnemno YcremHo Ycnemsno Ycnemno
mexanu3ma MKL OC
®yHkiuoHuposaHue I10 B ycioBusx

5 HEeHY/1eBOro ypOBHS He He He He He He He He He He

: KOH(bI/IAEHL[I/IaJIbHOCTI/I MeXaHUu3Ma TIpOBOAW/IaCh TpoBOAW/IaCh | IIPOBOAW/IACE | TPOBOAW/IACE | TIPOBOAU/IACH TIpoBOAW/IaCh TpoBOAU/1aCh TpoBoAu/iacCh TIpoBOAW/IaCh TpoBOAU/1IaCh

MP]I OC
OTcyTcTBUe HapylLleHui TpeboBaHUH

6. |mogpasgena 17.3 «PykoBofCTBO 1O Ycnermso YcnemHo YcremHo Ycnemsno Ycnemno YcnemHo Ycnemno YcnemHo YcrnemHo Ycnemno
KC3 4. 1»
CoorBetctue 06bekToB ©@C OC

7. ,L[I/ICTpI/I6yTI/IBy OC mnpu 3KcITyaranuu Ycneino Ycneino Ycnerso Ycneiso Ycnewno Ycneino Ycnewno Ycnemso Ycneino Ycnewno
1o

8. | Ymanenwue I10 YcnenHo YcnewHo YcnenHo Ycnemno Ycnemno Ycnemsno Ycnemno YcremHo Ycnemsno Ycnemno
®yHkimoHuposanue I10 B ycinoBusax

9. y u P y YcnerHo YcnemHo YcrerHo Ycnerso YcneiHo YcnemHo Ycnerso YcrmerHo YcnemHo Ycnerso
BK/ItOuéHHOro Mexanusma 3IIC OC
OrcyTcTBUE HapyILleHui TpeOoBaHUM

10. |nmoppasgena 17.2 «PyKoBOJCTBO IO Yerewso Yenewo Yenewso Yenewso Yenewso Yenewo YenewHo Yeneso YerewHo YenewHo

KC3 4. 1»

MNepepan vepes [nazok 14.05.2024 18:00 GMT+03:00 //
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IIpunoxenue 2 K ITporokosy Ne 22277/2024

MHcTpyKkiusa no ycraHoBke M yaaeHuio I1O B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Vicrionb3yembie pero3uTopuu:

B Astra Linux SE 1.7.0:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.0/repository-base/ 1.7_x86-64
main contrib non-free

B Astra Linux SE 1.7.5:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64
main contrib non-free

2 Ycranoska I10:

2.1 BBITIOJIHATL CUCTEMHbIE KOMaH/IbI, JeHCTBUS:

sudo apt -y install ./klnagent64 _14.2.0-23324 _amd64.deb

3 Ynanenue I10:

3.1 BBITIOJTHUTH CUCTEMHBIe KOMaH/Ibl, JeCTBUS:

sudo apt -y purge klnagent64
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IIpunoxenue 3 K ITporokomy Ne 22277/2024

IlepeueHb UCI0/Ib3yeMbIX COKpaIlleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIleLiaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaijdoHHas CcUCTeMa CIleLiMa/ibHOTO Ha3HaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Astra Linux SE 1.7.5 — onmepauyoHHasi cCMCTeMa CIleliiajbHOr0 Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBieHreM 6e3onacHoct BFOJIJTETEHD Ne 2023-1023SE17 (omepatuBHOe oO6HOB/eHue 1.7.5);

ABuC — nupexuys BHeZIpeHUs1 U CONIPOBOXKJEHMUS;

3T1C — 3amMKHYyTasi IpOrpaMMHasi CpeJia;

KC3 — KoMILIeKC Cpe/iCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb LIeJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHas CUCTEMa;

1O — nporpammHOe obecrieueHre « AreHT agMuUHUCTpUpoBaHus Kaspersky Security Center»

Bepcuu 14.2.0.23324.

MaeHTndurkatop AokymeHTa S5baf43b3-4716-46a6-bcc4-9e23256f774a |:J'
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