IMTPOTOKOJI Ne 21560/2024
NpoBe/leH!s1 COBMECTHBIX UCNBITAHUH NMPOrpaMMHOro obecriedenus «Cmapt IIpunT» Bepcum
1.4.3 1 onepaLiuOHHOM CHUCTEMBbI CIe{Ha/IbHOr0 Ha3HadyeHUs «Astra Linux Special Edition»

PYCB.10015-01 (ouepegHoe o6HoBIeHMe 1.7)

r. Mocksa (RO22024

1 IlpeameT ucHbITAaHUN

1.1 B HacTosimem npoTtokosie 3aUKCUpOBaH (hakT IpoBefieHus1 B repuog ¢ 16.02.2024 mo
11.04.2024 coBMeCTHBIX HCIBITAHUM MIPOrpaMMHOr0 obecrieyeHust «CHUCTeMa YTIPAB/IEHUS T1€UATHIO
"Cmaprt IIpunt"» Bepcuu 1.4.2 (nanee — I10), paspaborannoro OOO «CarypH», U OrneparjiOHHOH
CUCTeMBI CriellaJbHOro HasHaueHus1 «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe
obHoBeHue 1.7) (nanee — Astra Linux SE 1.7.0), Bkirouast Astra Linux SE 1.7.0 ¢ ycTaHOB/IEHHBIM
ornepaTHBHbIM 06OHOBreHHeM 6e3onacHoctd BHOJIJIETEHB Ne 2023-1023SE17 (omeparuBHOe
obHoBienue 1.7.5) (nanee — Astra Linux SE 1.7.5), pa3paborannoit OO0 «PycBUTex-Actpa».

2 OOBeKT UCTIBITaHUH

2.1 IlepeyeHb KOMITIOHEHTOB, SKCIUIyaTUPOBABIIMXCS B XOfle TIPOBEJIEHHsI JJaHHBIX

WCTIbITaHUM, oTHOCsIMXCs K [10, npencrapiiex B Tabnmurie 1.

Tabmuria 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIUXCS K [1O

Onucanue HaumeHoBaHue MD5 HcTouHuk

daiin apxuBa, cofepKalui

¢aiins! ucTpubyTHBOB Smart_Print_1.4.3_linux_Po | A47100E2B30CA 88023800

. Cropona paspaborurika [10
[JIOTIO/THUTE/IbHBIX MOJY/IeH | stgres.tar.gz 837AD7E3D74
o

Pecypc B cetn «/IHTEpHeT»,
OdunpmansHoe pykoBoAcTBo | «CMAPT_ITPUHT_PykoBo

azpec:
o sKkcruryaranmy I10 B nctBo_ammunucTparopa.pdf |-

«https://disk.yandex.ru/i/9J
9/1eKTPOHHOM (opmare »

mGd5VmYzx9AA»

3 Xo/1 UCTILITaHUH

3.1 B xofe npoBe/ieHys] HACTOSILI{UX UCITBITAaHUH OBbLIM BBITTOJTHEHBI TTPOBEPKH KOPPEKTHOCTH
¢ynxiponupoBanus 110 B cpepax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5 B oObewme,
ykazaHHOM B [Ipunoxenuu 1.

3.2 TlepeueHb UCTIOIb3YEMBIX PEIIO3UTOPUEB MpUBeZieH B [IpuoxkeHun 2.



2

3.3 HeoduimansHele periosuropuu I10 a/1s1 yKa3aHHBIX Cpeji He SKCIUTyaTHPOBA/IUACh.

3.4 C 1e/b10 MpoBe/ieHNs1 IPOBePOK NpH BKItOuéHHOM pexkuMe 3I1C wucronb3oBaics ¢aiin
OTKPBITOTO K/Troua pa3paborurka I1O.

3.5 IIpoBepka KOpPpPeKTHOCTH (YHKLMOHMpPOBaHUs IIO B yC/IOBUSIX HEHY/IEBOTO YPOBHS
KOH(H/IeHI[MaTbHOCTH MeXaHW3Ma MaH/JaTHOTO pa3rpaHyuueHust 1ocTyra (fanee — MP]I) yKa3aHHBIX
Cpes, He IPOBOAM/IACL II0 T[PUYMHe OTCYTCTBUSA nozajepkku IO  cooTBeTcTByMOIIEH
¢dynkiponansHocT OC. MHbopmaryss 06 OTCYTCTBHM YIIOMSIHYTOM IMO//IEP)KKH Obliia 3asiBjieHa
cTOpoHO# pa3paboTtumka I10.

4 Pe3ysibTaThl UCITBITAHUN

4.1 T1O koppeKTHO (pyHKIIMOHUPYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.

5 BeiBO[,

5.1 I1O u oneparjMoHHasi CUCTeMa CIleljia/JbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCPB.10015-01 (ouepegHoe o6HOBieHHWe 1.7) COBMECTHMbI, I[IPHHMMas BO BHMMaHHe
HH(l)opMauHIo, cozepxkallyrocs B paszesnax 3, 4 v [Ipunoxenuu 2.

6 CoctaB paboueii rpymribl ¥ MOATUCH CTOPOH

6.1 /laHHBIM [TPOTOKOJI COCTABJIEH YYaCTHUKAMHU paboue rpyIiib:

Muxaiinos A.B. — pykoBoguresis ipoaykra Cmapt Ilpuat OO0 «Caryph»;
Copokun I1LU. — nupekTop fenapramenTta BHejpeHus U T-nipogykroB OO0 «Catyph»;
ITerpos A.JI. — pykoBopauTesnns otfena BHeapeHus MT-npogykroB OO0 «Catyph»;

CranucnaBos E.B. — Befymuii umxkenep BHegpenusi UT-nipogykroB OOO «Caryph».

00O «Carypn»
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IIpunoxenue 2 K ITporokosy Ne 21560/2024

HHcTpyKius no ycranoBke u yaanenuro I1O B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Vicnionb3yemble pero3uTOPHH:

B Astra Linux SE 1.7.0:

* deb https:/dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.0/repository-base/ 1.7_x86-64
main contrib non-free

e deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/  1.7_x86-64
main contrib non-free

* CTOpPOHHHE Pero3UTOPHH

B Astra Linux SE 1.7.5:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64
main contrib non-free

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-extended/ 1.7_x86-
64 main contrib non-free

*  CTOPOHHHE Pero3UTOPHH

2 Ycranoska [10:

2.1 BBITNIOJTHUTHL CUCTEMHBIE KOMaH/bI, IeCTBUS:

Isb_release -a

groupadd --system ITS_SP

useradd --no-create-home --no-user-group --system ITS

usermod -a-G ITS_SP ITS

apt update

apt install openssi

apt install ca-certificates
apt install libc6-dev

apt install libgdiplus

apt install postgresql-11
apt install nginx

apt install cups



apt install cups-bsd

nano /etc/cups/cupsd.conf
nano /etc/cups/cups-files.conf
usermod -a -G Ipadmin ITS

systemctl restart cups

apt install erlang

apt install -y rabbitmg-server

systemctl enable rabbitmqg-server

systemctl start rabbitmqg-server

sudo rabbitmg-plugins enable rabbitmgq_management
rabbitmqctl add_user admin admin

rabbitmqctl set_user_tags admin administrator
rabbitmqctl set_permissions -p / admin " *" " "

systemctl enable nginx --now

nano /etc/nginx/conf.d/smartprint.conf
nano /etc/nginx/nginx.conf

nginx -t

chmod 774 "lvar/inww" -R

chown www-data:www-data "/var/iwww" -R
usermod -a -G ITS_SP www-data

systemctl restart nginx

sudo mkdir -p /usr/share/dotnet

sudo tar zxf dotnet-sdk-5.0.408-linux-x64.tar.gz -C /usr/share/dotnet/

sudo tar zxf aspnetcore-runtime-5.0.17-linux-x64.tar.gz -C /usr/share/dotnet/
sudo tar zxf dotnet-runtime-5.0.17-linux-x64.tar.gz -C /usr/share/dotnet/
sudo In -s /usr/share/dotnet/dotnet /usr/bin/dotnet

dotnet --info



mkdir /usr/saturn
mkdir /usr/share/saturn
mkdir /usr/share/saturn/sp/

mkdir /usr/share/saturn/sp/sdm/

sudo chmod 774 "/usr/share/saturn” -R

sudo chmod 774 "/usr/saturn” -R

sudo chown ITS:ITS_SP "/usr/share/saturn" -R
sudo chown ITS:ITS_SP "/usr/saturn" -R

nano /etc/postgresql/11/main/pg_hba.conf

nano /etc/postgresql/11/main/postgresql.conf

Su - postgres

psql -c "alter user postgres with password 'P@sswOrd™

systemctl restart postgresq|

JSaturn.Database.EFCli

psql -U postgres -d sp -a -f Postgres_CommonStoredProcedures.sq|l
psql -U postgres -d sp -a -f CreateDatabase PostgreSQL.sql

psql -U postgres -d sp -a -f SP_0.4_PostgreSQL _triggers.sql
lusr/saturn/sp-sdm/Saturn.SupportedDeviceManagement.Host init --seed-data
psql -U postgres -d sp -a -f Postgres_DataSeeding.sq|l

nano /etc/systemd/system/sp-sdm-service.service
[Unit]

Description="sp-sdm-service"
After=network.target

[Service]

Type=simple



Restart=always

RestartSec=5

User=ITS
ExecStart=/usr/saturn/sp-sdm/Saturn.SupportedDeviceManagement.Host init
[Install]

WantedBy=multi-user.target

systemctl enable sp-sdm-service.service

systemctl start sp-sdm-service.service

systemctl status sp-sdm-service.service

nano /etc/systemd/system/sp-webapi.service
[Unit]

Description="sp-webapi"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS
ExecStart=/usr/saturn/sp-webapi/Saturn.Application.WebAPI
[Install]

WantedBy=multi-user.target

systemctl enable sp-webapi.service
systemctl start sp-webapi.service

systemctl status sp-webapi.service

nano /etc/systemd/system/sp-master-service.service
[Unit]

Description="sp-master-service"
After=network.target



[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS
ExecStart=/usr/saturn/sp-master-service/Saturn.Application.MasterService
[Install]

WantedBy=multi-user.target

systemctl enable sp-master-service.service

systemctl start sp-master-service.service

systemctl status sp-master-service.service

nano /etc/systemd/system/sp-job-scheduler.service
[Unit]

Description="sp-job-scheduler"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS
ExecStart=/usr/saturn/sp-job-scheduler/Saturn.Application.JobScheduler
[Install]

WantedBy=multi-user.target

systemctl enable sp-job-scheduler.service
systemctl start sp-job-scheduler.service

systemctl status sp-job-scheduler.service

nano /etc/systemd/system/sp-agent.service
[Unit]



Description="sp-agent"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS
Environment="ARG1=--daemon"
ExecStart=/usr/saturn/sp-agent/Saturn.Application.MonitoringAgent $ARG1
[Install]
WantedBy=multi-user.target
systemctl enable sp-agent.service
systemctl start sp-agent.service

systemctl status sp-agent.service

nano /etc/systemd/system/sp-print-server.service
[Unit]

Description="sp-print-server"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS
ExecStart=/usr/saturn/sp-print-server/Saturn.Application.PrintServer
[Install]

WantedBy=multi-user.target

systemctl enable sp-print-server.service
systemctl start sp-print-server.service

systemctl status sp-print-server.service
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nano /etc/systemd/system/sp-ipp-simulator.service
[Unit]

Description="sp-ipp-simulator"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS

Environment="ARG1=--daemon"
ExecStart=/usr/saturn/sp-ipp-simulator/Saturn.Application.lppPrinterSimulator
$ARG1

[Install]

WantedBy=multi-user.target

systemctl enable sp-ipp-simulator.service
systemctl start sp-ipp-simulator

systemctl status sp-ipp-simulator

nano /etc/systemd/system/sp-print-agent.service
[Unit]

Description="sp-print-agent"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS

Environment="ARG1=--daemon"
ExecStart=/usr/saturn/sp-print-agent/Saturn.Application.PrintAgent $ARG1$
[Install]

WantedBy=multi-user.target
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systemctl enable sp-print-agent.service
systemctl start sp-print-agent

systemctl status sp-print-agent

nano /etc/systemd/system/sp-mobileapi.service
[Unit]

Description="sp-mobileapi"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS
ExecStart=/usr/saturn/sp-mobileapi/Saturn.Application.MobileApi
[Install]

WantedBy=multi-user.target

systemctl enable sp-mobileapi.service
systemctl start sp-mobileapi

systemctl status sp-mobileapi

nano /etc/systemd/system/sp-deviceapi.service
[Unit]

Description="sp-deviceapi"
After=network.target

[Service]

Type=simple

Restart=always

RestartSec=5

User=ITS

ExecStart=/usr/saturn/sp-deviceapi/Saturn.Application.DeviceApi
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[Install]

WantedBy=multi-user.target

systemctl enable sp-deviceapi.service
systemctl start sp-deviceapi

systemctl status sp-deviceapi

systemctl list-units --type service --state running | grep sp-
3 Ynanenue I10:

3.1 BBIMOJIHUTH CUCTEMHbIE KOMaH/Ibl, IeHCTBUS:
systemctl | grep sp-

systemctl stop sp-*

systemctl disable sp-agent.service

rm /etc/systemd/system/sp-agent.service
systemctl disable sp-deviceapi.service

rm /etc/systemd/system/sp-deviceapi.service
systemctl disable sp-ipp-simulator.service

rm /etc/systemd/system/sp-ipp-simulator.service
systemctl disable sp-job-scheduler.service

rm /etc/systemd/system/sp-job-scheduler.service
systemctl disable sp-master-service.service

rm /etc/systemd/system/sp-master-service.service
systemctl disable sp-mobileapi.service

rm /etc/systemd/system/sp-mobileapi.service
systemctl disable sp-print-agent.service

rm /etc/systemd/system/sp-print-agent.service
systemctl disable sp-print-server.service

rm /etc/systemd/system/sp-print-server.service
systemctl disable sp-sdm-service.service

rm /etc/systemd/system/sp-sdm-service.service
systemctl disable sp-webapi.service

rm /etc/systemd/system/sp-webapi.service
systemctl daemon-reload

systemctl reset-failed

rm -Rf /usr/saturn/
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rm -Rf /usr/share/saturn/
rm -Rf/var/www/sp/
sudo -i -u postgres psql
\I

DROP DATABASE sp;

rm /etc/nginx/conf.d/smartprint.conf
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IIpunoxenue 3 K IIporokony Ne 21560/2024

HepquHb HCI10/Ib3yeMbIX coxpamemn‘«i

«PykoBozpctBo mo KC3 Y. 1» — pokymeHT «OmnepanyoHHas CHUCTeMa CHeluaabHOro
Ha3HaueHUs «Astra Linux Special Edition». PykoBogcTBo nmo KC3. Yacte 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaljoHHasi CMCTeMa CIleliia/IbHOro Ha3HaueHusl «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe obHOBIeHHE 1.7);

Astra Linux SE 1.7.5 — onepaijioHHasi cucTema CrieljiajbHOTO0 Ha3HaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe obHOBneHHe 1.7) C yCTaHOBJIEHHBIM OIE€pPaTHBHBIM
obHoBneHrem 6e3omacHoctd BFOJIJTETEHD Ne 2023-1023SE17 (oniepatrBHOe o6HOBIeHuMe 1.7.5);

OBuC — nypekuys BHeIpeHUs U COTIPOBOJK/€HUS;

3I1C — 3aMKHyTasi IpOrpaMMHasi Cpejia;

KC3 — KoMIUIeKC Cpe/iCTB 3alliUThl;

MKII — MaHJaTHBIM KOHTPOJIb LIeJIOCTHOCTH;

MP/I — manziaTHO®e yIipaB/ieHUe [10CTYIIOM;

OC — orepaijoHHas CUCTeMa;

10O — nmporpamMmHoe obecrieueHre «CHcTeMa yripaBieHust reuatbio «CMapT TIpuHT» Bepcun
1.4.2.



