ITPOTOKOJI Ne 24630/2024
NpOBe/IeHHs COBMECTHBIX MCNbITaHu# nporpaMMHoro obecrieyenns «RT Protect EDR»
Bepcus arenTa 1.5, Bepcusi cepgepa 1.20 1 onepauHoHHOH CHCTEMBI CTIeHUA/IbHOr0
HazHauenus «Astra Linux Special Edition» PYCB.10015-01 (ouepesjHoe o6HoB/IeHue 1.7)
r. Mocksa 10.09.2024
1 IMpegMeT HCTIBITAHUH
1.1 B HacTosieM TpoToKone 3adukcupoBaH GakT npoeejeHus B nepuof c 08.08.2024 mo
10.09.2024 cOBMeCTHBIX HCTIbITaHMH nporpamMMHuoro obecrievenns «RT Protect EDR» Bepcus areHra
1.5, Bepcus cepeepa 1.20 (manmee — IIO), paspaboranHoro AO «PT-NHbopmMaLMoHHas
6e30MacHOCTb», W OIIepalldOHHOM CHCTEMBI CIIEL[HANbHOrO HasHaueHust «Astra Linux Special
Edition» PYCB.10015-01 (ouepeaHoe oOHOB/IeHuMe 1.7) C YCTaHOB/JEHHBIM OIEpPAaTHBHBIM
o6HOB/IeHHeM GezomacHocTd BIOJITIETEHD Ne 2023-1023SE17 (omepatyBHOe o6HOBIeHMe 1.7.5)
(zanee — Astra Linux SE 1.7.5), paspa6orannoi OOO «PycbTex-AcTpa».
2 OOBEeKT UCTIBITAHUH

2.1 HEPE‘-IEHI: KOMIIOHEHTOB, SKCIUIyaTHPOBaBIIMXCA B XOAg rnposefieHvd OaHHBIX

WCTIBITaHHH, oTHOCAIMXCA K [10, npezcraeie B Tabmuaie 1.

Tabsma 1 — ITepeueHb KOMIIOHEHTOB, OTHOCAIMXCS K [10

Onucanue HaumeHoBaHHe Bepcusa KouTtposibHadg cymMmmMa HcTounuk
docker.rt- - afaeb45755f6e4c556b195a6f2
1.20.

Docker-o6pas ¢ TIO | protect.ru:5000/edr- 465883ae9e9831e56a13f1241 | docker.rt-protect.ru
backend/djangoapp 6442cf04d73ed
docker.rt- ba5943e6a70e4950467972575

Docker-o6paz ¢ TIO | protect.ru:5000/edr- 1.2.5 9¢c1fddb91d75cef2271169fa0b | docker.rt-protect.ru
backend/ioa-webapi 3d9da629faa90
docker.rt- ae2770e36bc659f2e623036f42

Docker-o6pas ¢ IO | protect.ru:5000/main/e |2.38.22 dbd9160c3c82e100567e49861 |docker.rt-protect.ru
as-front 8f8aeedf6d414
docker.rt- 847¢6232bb10d6031b3£79502

Docker-o6pas ¢ [10 | protect.ru:5000/edr- 1.20.0 29709aeab6cce33b4611c1820 |docker.rt-protect.ru
backend/worker 19e719603445c9
docker.rt- 457fe5ffada24774546d439dd7

Docker-o6pa3 ¢ I10 1.1.1 docker.rt-protect.ru
protect.ru:5000/edr- 493de18798eb72be927d6abf8




backend/webserver 7bf09ac6bd978
docker.rt- 9c¢72ala27d12a53cbfd201dcbe
Docker-o6pas ¢ IO | protect.ru:5000/edr- 1.1.0 17aeed7c0deaf7426cfaea8cc5a | docker.rt-protect.ru
backend/loadbalancer e4f9del31e2
docker.rt- 7d0c3a0582053636ae910f93f2
Docker-o6pasz ¢ TIO | protect.ru:5000/edr- 2.0.0 7161aa0e8754567cbef7cc5¢c95 | docker.rt-protect.ru
backend/loadbalancer 23f0b0e80f93
docker.rt- 99ac9dd658d1fdb7b42b70cf7c
Docker-o6pas ¢ [10 | protect.ru:5000/edr- 1.0.2 €98e12a53d509c082fb141607 | docker.rt-protect.ru
backend/eventq 8aba67c6cb0f1
docker.rt-
£3160bc9329bd08070cb3cedfO
protect.ru:5000/edr-
Docker-o6pas c I[1O 1.7.1 e64df1a81459ae7340a3e5aa97 | docker.rt-protect.ru
backend/rating-
ef019bd9b0b4
dbmigrator
docker.rt- 7640505ac943589f0e82167c1
Docker-o6pas ¢ [10 | protect.ru:5000/edr- 1.7.1 3c4544fe047d33545d35ecaf87 | docker.rt-protect.ru
backend/rating-webapi 8199297bfeb2e
docker.rt- 8dead3d74baceab6491a0d2ac
Docker-o6pas ¢ TTIO | protect.ru:5000/edr- 1.7.1 51daf8452c9dc160433dee5dd | docker.ri-protect.ru
backend/rating-worker de858c6c9a7eed
docker.rt- 4a74d9a0892d8323e6£822975
Docker-o6pas ¢ TTIO | protect.ru:5000/edr- 1.1.1 5f40fcb3cd68ede108ddefec3e | docker.rt-protect.ru
backend/elasticsearch 4406a787cf7c7
docker.rt- 80ca4834355ebc795d4b56fbc
Docker-o6pas ¢ ITO | protect.ru:5000/edr- 1.0.1 a19e6d30eb79433cbe5facd8e? | docker.rt-protect.ru
backend/minio 565dd8a5e8019
docker.rt- 40£8931b3e00fcffd83a3c2319
Docker-o6pas ¢ [TO | protect.ru:5000/edr- 1.0.1 8b261ad3188abac89faad1c035 | docker.rt-protect.ru
backend/cache 91c47al26baa
OdurmansHoe https://cloud.rt-
DYKOBO/ICTBO IO PykoBozcTBO 1.0.19 - ib.rw/index.php/s/NS
skcrutyataguu 110 a/IMMHHCTPaTOpa APRqgBNYXFIr8




3 Xo/1 UCTIbITaHUH

3.1 B X0 NpoBe/ieHHst HACTOSIIIUX UCTIBITAHUH OBITA BHINO/HEHBI TIPOBEPKM KOPPEKTHOCTH
¢ynxiponnposanus [10 B cpefe Astra Linux SE 1.7 B o0wemMe, yKa3aHHOM B Ilpunoxenuu 1.

3.2 [lepeueHb HCTIOMB3YEMbIX PEIIO3UTOPHEB NpHBeAeH B [Ipuokenuy 2.

3.3TI0 He copepxuT uctonHsembix ELF/PE32-taiinos. Buegpenve OLII 171 NpoBepKH
paborThl ¢ akTuBHBIM MexaHu3MoMm 3I1C He TpebyeTcs.

3.4 TIpoBepka KOPPEKTHOCTH GyHKLMoHHpoBanusi II0 B yC/IOBHAX HEHY/IEBOTO YpOBHs
KOH(bU/IEHIMATLHOCTH MeXaH13Ma MaH/aTHOIO pa3rpaHiIeHus JJOCTyTa (fanee — MP/I) yka3aHHBIX
cpe;i He TPOBOAWIAch [0 TpPHYMHE OTCyTCTBUA mojzepxkku I10 COOTBETCTBYIOLLEH
dbyukrponansHocTH OC. VHpopManyst 06 OTCYTCTBHHM YTIOMSIHYTOH IMOZ/EPXKKH ObuTa 3asB/ieHa
cTopoHoii pa3paborunka I1O.

4 Pe3y/ibTaThbl UCTILITAHUH

4.1 TIO KoppekTHO GYHKIMOHUPYeET B cpefie Astra Linux SE .

5 BriBoj,

5.1 TIO u omeparjoHHas CHCTeMa Crel{aabHOrO HasHaueHns «Astra Linux Special Edition»
PYCB.10015-01 (ouepeaHoe o6HOB/IeHHe 1.7) COBMECTHMBI, IPDHHUMAasi BO BHUMaHHe MH(OpMaLHIO,
cojieprKalllyrocsi B pasfienax 3, 4 u [IpunoxeHuu 2.

6 CoctaB paboueli IpyIIibl ¥ NOAMKHCH CTOPOH

6.1 JaHHBIM [TPOTOKOJ COCTaB/IEH yUaCTHUKaMHU paboueii rpymnmb:

XKykoe A. K. — Pykosogurenb [lermapramMeHTa — CepBMCOB W IPOJAYKTOB
AO "PT-MHdopmarroHHasi 6e301acHOCTL";

Caoror K.A. — WmxeHep LleHTpa MOHWTOPMHIA M pearvpoBaHMsA Ha KOMIIbIOTEDHBIE
uHIMAeHTH AO "PT-UHdopManonHas 6e30macHOCTb"

BaneeBa 3.Y. — Begyumii crenyanact LleHTpa MOHWTOPMHIa M peardpoBaHWsA Ha
KoMribroTepHbIe HHIMAeHTsl AO "PT-WHbopMalionHas 6e30macHoCTs"

Kauaep 3.K. — Anamutuk LleHTpa MOHWTOPUHIA M peardpoBaHus Ha KOMIIbBHOTEPHEBIE

uHIMAeHTs AO "PT-WHbopManyoHHas 6e30macHOCTE".

AO "PT-UndopmarpionHas 6e30macHoCTD”

PykoopuTens JlenapraMeHTa CePBUCOB U IIPOAYKTOR
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IIpunoxenue 2 K ITporokony Ne 24630/2024

HMHCTpyKus no ycraHoBke u yaanenuio ITO B cpeje Astra Linux SE 1.7
1 Wcrnionb3yeMble perio3uTOpUH:
B Astra Linux SE :
J deb https:/fdl.astralinux.nﬂastra/frozen/1.7_X86-64//repository-base/ 1.7 _x86-64
main contrib non-free
. deb https:/dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-update/ 1.7_x86-
64 main contrib non-free
*  CTOpPOHHHE PEeT03UTOPUH He HCII0/Ib30Ba/HCh
2 Ycranoska [10:
2.1 BBITIO/IHUTL CUCTEMHbBIE KOMAH[bl, 1eACTBU:
sudo apt update
sudo apt update
sudo apt install ansible sshpass openssh-server
ssh-keygen -t rsa -b 4096
ssh-copy-id user@ip
ansible-playbook edr-install --extra-vars "@config/default/config.yml" -i ip, -u username --
ask-become-pass
3 Y nanenue I10:
3.1 BBLINOHUTL CHCTEMHbIE KOMaH/IbI, JelCTBHSA:
docker container stop $(docker ps -a -q)

docker container prune



IIpnnoxenue 3 k Ilporoxkomy Ne 24630/2024

IlepeyeHb HCIIO0/IB3YeMbIX COKPAI{eHHH

Astra Linux SE — onepanuoHHas cHCTeMa CIelMaIbHOro HasHaueHus «Astra Linux Special
Edition» PYCB.10015-01 (ouepesmoe o6HOBNeHHe 1.7) C YCTaHOBJIEHHBIM OIepPaTHBHBIM
00HOB/IeHHEM 6e30MacHOCTH |

3I1IC — 3aMKHyTasi [IpOrpaMMHasi Cpefia;

MKIL], — maB/aTHbIH KOHTPOJIb 1[€/I0CTHOCTH;

MP/I — MaHjaTHOe yIIpaB/IeHHe JOCTYIIOM;

OC — onepaijoHHasi CUCTEMa;

II0 - mnporpammuoe obecneuenne «RT Protect EDR» Bepcusi arenta 1.5, Bepcus

cepeepal.20.



