MMTPOTOKOJI Ne 6694/2022
IPOBeJIeHMsI COBMECTHBIX MCIIBITAHVIA IPOrPAMMHOTO M3/e/IMsI «ATeHT aJMUHUCTPUPOBAHUS
Kaspersky Endpoint Security 11 ans Linux» Bepcun 12.0.0.60 v orlepalMOHHOM CUCTEMbI
CrenuMaabHOro HasHayenus «Astra Linux Special Edition» PYCB.10015-01 (ouepesnHoe
o6nosnenue 1.7)

r. Mocksa 9 pespans 2022 1.

1 Cocras paboueit TPyIIIbl

1.1 Pabouas rpymma B cocrase: Tomcerbix C. A. — pyKOBOAMTEJST I'PYIIIBL IO TeCTUPOBAHUIO HA
COBMECTUMOCTD ¢ I1O oT/esa 1o paboTe C TeXHOJIOTMYECKMMM ITapTHepamy ieriapTaMeHTa BHE/IDEHI 1
corposoxkzierns OO0 «PycBUTex-Acrpa», Ionuyk A. V. - wumwKeHepa-CTaXepa TpYyIbl IO
TecTupoBaHMio Ha cosmectmmocth ¢ 1O orgena mo pabore C TEXHOJOTMYeCKUMM IapTHepamu

JernapraMeHTa BHeAPEHMs 1 COIIPOBOXKICHVIS 00O «PycbUTex-Actpa».

2 TIpeamer UCIIBITaHMIA

2.1 Pabouas rpymma cocraBuwia Hactosimpii [IpOTOKOT O TOM, 9TO 9 ¢espans 2022 1. GbLIN
IIpOBe/ieHbl COBMECTHbIE MCIIBITAaHNS POrPAMMHOIO M3/e/NA «Arent agvuuucTpupoBanusi Kaspersky
Endpoint Security 11 s Linux» Bepcun 12.0.0.60 (mamee - IIM «AreHT aJMMHMCTPUPOBAHMA
Kaspersky Endpoint Security» B. 12.0.0.60), paspaboranroro AO «JlabopaTopus Kacmepckoro», u
OIepalyMOHHON CUCTeMbl CIeNMaJbHOrO HasHaueHMs «Astra Linux Special Edition» PYCB.10015-01
(ouepennoe o6HoeHue 1.7) (masee - Astra Linux 1.7.0) u Astra Linux 1.7.0 ¢ ycTaHOBJIEHHBIM
orepaTUBHbIM OGHOBJIEHMEM Oe30TIaCHOCTU BIO/IJTETEHD Ne 2021-1126SE17 (manee — Astra Linux
1.7.1), paspa6oranssix OO0 «PycBUTex-Acrpar.

3 O6BEKT MCIbITAHMIA

3.1 Ha ucrpiTanusax ObLIM NIpefCcTaB/IeHbl:

3.1.1 daiin makera (B c¢opmare «deb») mucrpubytuBa IIM  «AreHt afgMMHUCTPUPOBAHNMS
Kaspersky Endpoint Security» B. 12.0.0.60, [Ipe/CTaB/IeHHblii Ha CTpaHue OMUIMATIbHOIO caiira
nanHoro IIM 1o  ciepyrouiemMy — ajnpecy: «https://support.kaspersky.ru/kes11linux#downloads»,
HauMeHOBaHMe YIOMsHyTOoro daiiia AucTpubytusa: «klnagent64-astra_12.0.0-60_amd64.deb».

3.1.2 daitn makera (B Gopmare «deb») nmcTpubyTHBa [N «Kaspersky Security Center 11 Web
Console» B. 13.2.571, mnpejacTaBjieHHbI Ha CTPaHULE oULMAIbHOIO CailTa JIaHHOTO M1 no
caenyiolemMy ajipecy: «https:/support.kaspersky.ru/kesl1linux#downloads», HauMeHOBaHUe
yromsinyToro daitia AucTpubyTUBa: «ksc-web-console-13.2.571.x86_64.deb».

3.1.3 caitn makera (B dopmare «deb») mmcrpubytusa I1M «Kaspersky Security Center 11» B.

13.0.0-11247, mpepcTaBieHHbII Ha CTpaHMUe O(MIaTIbHOTO cairta magHoro I mo ciemyromemy



ajipecy: «https://support.kaspersky.ru/kes1llinux#downloads», HayMeHOBaHue YIOMSHYTOro (aria

jctpubyTisa: «ksc64_13.0.0-11 247 amd64.deb».

4 Xop, MCIIbITAaHUM

4.1 B xoie COBMECTHBIX VCIBITaHMI ObLIM TIPOBENEHDBI MPOBEPKN ¢yuxumonuposanys 111
«ArenT agmusHucrpuposanus Kaspersky Endpoint Security» B. 12.0.0.60 n Astra Linux B obbeMme,
ykasanHom B Ta6muue 1.

4.1.1 Jausble npoBepky GYHKIVOHMPOBAHNMS I «Arenr amvuuuctpuposanust Kaspersky
Endpoint Security» 8. 12.0.0.60 6bLm TPOM3BE/ICHBI B CPE/IE Astra Linux 1.7.0, sarpy>keHHOM C siipaMMu:
«generic», «hardened», - BepCcuM 5.4.0-54 u Astra Linux 1.7.1, 3arpy>KeHHO# C SIIpaMMu: «generic»,
«hardened», - Bepcuu 5.4.0-54.

4.2 B xoje COBMECTHBIX MCIILITAHMI GbUIO peajiM30oBaHO JiBa CTEH/A (Crenp Nel u Crenp Ne2).
Crenn Nel: BCBT c yCTaHOBJIEHHOM ollepaLMOHHOM cyCTeMOll oblero HasHaueHus «Astra Linux
Common Edition» (ouepemHoe OOGHOBJIEHNE 2.12.43) M mpOrpaMMHBIM OOecrieueHnem «Kaspersky
Security Center 11 Web Console» B. 13.2.571, «Kaspersky Security Center 11» B. 13.0.0-11247. Crenp
Ne2: BCBT ¢ ycTaHOBJIEHHOM OMepaLOHHOl CUCTeMON CIeLalbHOro Ha3HAuCHMA «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HoBJeHe 1.7) ¥ IpOrpaMMHBIM OGecIiedeHnem «ATeHT

ammusictpuposanns Kaspersky Endpoint Security» B. 12.0.0.60.

Ta6muua 1 — ITepeuennb npoBepok Astra Linux

Wz PesysbTaT MCIBITAHUS
HaumeHoBaHUe IIPOBEPKU ’A—#—/T -
/1 Astra Linux 1.7.0 | Astra Linux 1.7.1

BpinoTHeHMe TpeboBaHMM IO Pasy. 17.2 pokymMeHTa

«OrepalMOHHast CUCTeMa CIIeryaTbHOTO Ha3sHAueHMs
1 ‘ _ N VYcremHo YcnenrHo
«Astra Linux Special Edition». Pykosonctso nmo KC3.

Yacts 1» PYCB.10015-01 97 01-1

Veranopka [T « ATeHT afMUHUCTPUPOBAHMS

Kaspersky Endpoint Security» B. 12.0.0.60 B cpene
2 . . ) YcremHo YcrenrtHo
Astra Linux, 3anyIieHHON C AApaMI: «generic,

«hardened»

3amyck/Ocranoska [ « AreHT agMyHUCTPUPOBAHMA
Kaspersky Endpoint Security» 8. 12.0.0.60 B cpene

3 _ . _ VYcrenrHo VYcreirso
Astra Linux, 3alyIlieHHON C SIApaMu: «genericr,

«hardened»

4 | BpimonHenue TpebopaHmii oxpasy. 17.3 1oKyMeHTa YcneurHo YcnenrHo
«OrmepalOHHas C1CTeMa CIelna bHOrO HasHaueHMs J




«Astra Linux Special Edition». Pyxkosoxcrso no KC3.

Yactp 1» PYCB.10015-01 97 01-1

CoOTBeTCTBYe TIpe/lyCTaHOBJIEHHO OllepallMOHHOM
5 |cycTeMbl 1ucTpubyTUBY. [IpOBEpKa BBIIOMHANACH C VYenenrHo YcrenHo

ucnonb3oBanueM ytumthl «fly-admin-int-check»

Vnanenue [TV « AreHT agMUHUCTPUPOBAHNS

Kaspersky Endpoint Security» B. 12.0.0.60 13 cpezibl
6 YenenHo YcnenrHo
Astra Linux, 3arpy>kKeHHO¥ C sgpaMin: «generic,

«hardened»

5 IIpoBepka GYHKUMOHUPOBAHUS

5.1 IIU «Arent amvuaucrpuposatnst Kaspersky Endpoint Security» B. 12.0.0.60 KOppekTHO
dynkumonupyer B cpeme Astra Linux, HACTPOEHHOI B COOTBETCTBUM C TPeOOBaHMSIMM IOAPA3. 17.2
nokymenTta «OrnepanyoHHas CUCTeMa CIelaJbHOrO HasHaueHNA «Astra Linux Special Edition».
Pyxosomcrso o KC3. Yacts 1» PVCB.10015-01 97 01-1.

5.2 TIN «Areur amvunncrpuposanus Kaspersky Endpoint Security» B. 12.0.0.60 KOppeKTHO
(GyHKUMOHUPYET (YCTaHaB/IMBAETCs, 3aITyCKaeTcs, ocranasiBaercs) B cpesie Astra Linux, 3arpyskeHHOM
c sigpamu: «generic», «hardened».

5.2.1 Vudopmaryis OTHOCUTEJbHO IIPOBEAEHUS B HACTOSILIEN cpefe MPOLeAypbl YCTAaHOBKU U
ypanerus [TM « AreHT agMUHMCTPVPOBAHNUSL Kaspersky Endpoint Security» 8. 12.0.0.60 npezncras/eHa B
IMpunoskenum Ne 1.

5.3 TIN «Arent amvuuncrpuposanus Kaspersky Endpoint Security» B. 12.0.0.60 He Hapymaer
IIeJIOCTHOCTHM cocTaBa cpesibl Astra Linux, 3arpyskeHHOM C siipaMu: «generic», «hardened».

5.4 TIN «Arent agmuuauctpuposanns Kaspersky Endpoint Security» B. 12.0.0.60 He Hapymaer
TpeboBaHmii moxpasza. 17.3 JokymeHTa «OrnepalyoHHas CuUcTeMa CIIenyaJbHOrO HasHaYeHMU «Astra
Linux Special Edition». Pykosogcrso mo KC3. Yacrs 1» PYCB.10015-01 97 01-1.

5.5 TIN «Areur amvuuncrpuposanus Kaspersky Endpoint Security» B. 12.0.0.60 xoppekTHO
ypassieTcst u3 cpefibl Astra Linux, 3arpy>keHHOI ¢ sipamu: «generic», «hardened».

5.6 TIN «Arent agvuuvicrpuposanns Kaspersky Endpoint Security» B. 12.0.0.60 He BHOCHT
M3MEeHeHys B IapaMeTp CUCTEMHOTO BpeMeHy Astra LinuX.

5.7 TIN «Arent agmunucrpuposanuss Kaspersky Endpoint Security» B. 12.0.0.60 He BHOCUT

V3MEeHeHMsI B CJIefyIOIe KOMITOHEeHTh! Astra Linux: 3arpysuuk, siipo, MO/ sapa.

6 PesynbTarhbl MCITBITAHUI



6.1 Ilo pesynbraTam MpoOBeIeHMsI COBMECTHBIX MCIIbITAHMIA Ha COBMECTMMOCTb YCTAHOBJIEHO, UTO
IIN «Arenr agmumuuctpupoBanusi Kaspersky Endpoint Security» B. 12.0.0.60 u Astra Linux
COBMECTMMbBI 0e3 OrpaHMyeHuid, B cJaydae OSKCILIyarauuu pnpanHoro [IM B Hacrosiuenn cpefe B

COOTBETCTBUM C MHCTPYKUMAMM, TIpecTaBieHHbIMy B [Tpuioskenvu Ne 1.

BriBonbl
[T «Arent agmuuucTpupoBanus Kaspersky Endpoint Security» B. 12.0.0.60 coBmecTumo ¢

Astra Linux.

Ot 000 «PycbUTex-AcTrpa»

-
CMOHCTBIX C. A.

;fﬁf}f’/ Honuyxk A. W.



ITpunoskenme Ne 1

K IIporokony Ne 6694/2022

WHcrpykuusa mo ycraHoBke 1 yranennio ITH «Kaspersky Security Center 11 Web Console» B.
13.2.571, ITN «Kaspersky Security Center 11» B. 13.0.0-11247 u IV «AreHT agMMHUCTPUPOBAHYS
Kaspersky Endpoint Security» B. 12.0.0.60

1 VcranoBka
1.1 Ha crenne Nel coxpanuts B @C daiin nakera gucrpubyrmsa [TV «Kaspersky Security Center
11 Web Console» B. 13.2.571 (cm. m. 3.1.2) u ¢aiun naxera gucrpubytusa [11 «Kaspersky Security
Center 11» B. 13.0.0-11247 (cm. 1. 3.1.3);
1.2 BBIIIOJIHUTE CUCTeMHbIe KOMAHIbI:
apt install -y curl
/mariadb_repo_setup --os-type=debian --os-version=stretch --mariadb-server-
version=10.3
apt install mariadb-server-10.3
1.3 B xowner daia /etc/mysql/my.cnf 1o6aBuUTh CTPOKM:
[mysal]
socket=/tmp/mysql.sock

[mysqld]

sort_buffer size=10M
join_buffer size=100M
join_buffer_space limit=300M
join_cache level=8
tmp_table_size=512M
max_heap table size=512M
key buffer size=200M
innodb_buffer pool size=2G
innodb_thread concurrency=20
innodb_flush log at trx commit=0
innodb_lock wait_timeout=300
max_allowed packet=32M
max_connections=151

socket=/tmp/mysql.sock

[client]



socket=/tmp/mysql.sock
1.4 BBIMOIHUATD CHCTEMHbIe KOMaH/bl:
systemctl stop mariadb
mysqld_safe --skip-grant-tables --skip-networking &
mysql -u root
FLUSH PRIVILEGES;
ALTER USER 'root'@'localhost’ IDENTIFIED BY 'new_password’;
UPDATE mysqgl.user SET authentication_string = PASSWORD('new_password’)
WHERE User = root’' AND Host = "localhost’;
exit
kill $(ps uax|grep -i mysqllawk '{print $2}')
systemctl start mariadb
systemctl enable mariadb
mysql -uroot -pnew_password
create database ksc;
exit
adduser ksc
groupadd kladmins
gpasswd -a ksc kladmins
usermod -g kladmins ksc
dpkg -i ./ksc64_13.0.0-11247_amd64.deb
1.5 3anycrurh ckpunt /opt/kaspersky/ksc64/lib/bin/setup/postinstall.pl u ciemoBaTh yKazaHUsIM
[IPOrpaMMbl HaCTPOVKH;
1.6 B daiin /etc/ksc-web-console-setup.json BHeCTH JaHHbIE:
{
"address": "127.0.0.1",
"port": 8080,
"trusted": "127.0.0.1|13299|/var/opt/kaspersky/klnagent_srv/1103/klserver.cer|Server 1",
"acceptEula": true
}
1.7 BpImOMHUTh CUCTEMHYIO KOMaH/Y:
dpkg -i ./ksc-web-console-13.1.909.x86_64.deb
1.8 3anycturb ckpunt /opt/kaspersky/kesl/bin/kesl-setup.pl u cieoBaTh yKasaHMsM [TPOTPAMMBI
HaCTPOVKY;
1.9 Ha creugme Ne2 coxpauurs B @OC aitn mnaxkera jpaucrpubytusa [T «ArenTt
anpvunucTpuposanms Kaspersky Endpoint Security» 8. 12.0.0.60 (cm. 1. 3.1.1);

1.10 BbIIOJHUTE CUCTEMHYIO KOMaHLY:



dpkg -i klnagent64-astra_12.0.0-60_amd64.deb
1.11 3amycTuTb CKPUIIT /opt/kaspersky/klnagent64/lib/bin/setup/postinstall.pl U CJIleoBarb
YKa3aHMSAM [IPOrPaMMbl HACTPOVKI;
2 VYnajieHue
2.1 Ha crenne Nel 3amyCTUTb CKPUIIThHI /opt/kaspersky/ksc64/lib/bin/setup/uninstall.pl u
Jopt/kaspersky/kesl/bin/kesl-uninstall.pl;
2.2 BBINOJHUTD CUCTEMHbIE KOMaH/IbI:
sudo apt autoremove --purge ksc-web-console
sudo apt autoremove --purge ksc64
2.3 Ha crenge Ne2 3anyCTuUTh CKPUIIT /opt/kaspersky/klnagent64/1ib/bin/setup/postinstall.pl ;
2.4 BbIIOJHATH CUCTEMHYIO KOMaHy:

sudo apt autoremove --purge klnagent64-astra



ITpunoxenne Ne 2

K IIporokony Ne 6694/2022

HEDE‘IEHI) UCIIOJIb30BAHHDBIX COKP ameﬂmﬁ

Astra Linux 1.7.0 - onepaiionHas cucreMa clienyajbHOro HasHaueHus « Astra Linux Special
Edition» PYCB.10015-01 (ouepentoe obHosienue 1.7);

Astra Linux 1.7.1 — Astra Linux 1.7.0 ¢ ycTaHOB/IEHHBIM OI€paTUBHBIM OOHOBJIEHMEM
6esomacHocty BIOJJIETEHD Ne 2021-1126SE17;

ITN - nporpamMMHOe u3enue;

ITO - mporpammHOe obecrieueHne;

®C - daitosas cucrema.



