ITPOTOKOJT Ne 8321/2022
NPOBeAEHNSI COBMECTHBIX MUCIIbITaHUI MporpammMuoro usgenusi «Kaspersky Security gis
BUPTYa/IbHbIX cpef 5.2 Jlerkuii areHT» Bepcum 5.2.27.711 u onepanMoHHOM CHMCTEMbI
crenyaIbHOro HasHaueHus «Astra Linux Special Edition» PYCB.10015-01 (ouepentoe

oouossienue 1.6)

r. MockBa 5 urons 2022 1.

1 CocraB Pabouei rpymmbr
1.1 Pabouas rpymma B coctaBe: Tomctbix C. A. — pyKoBoAuUTENS OTHeja TECTUPOBAHUSI Ha
COBMECTMMOCTbD JelapTaMeHTa pasBuTus TexHosormueckoro corpygandectsa IBuC OOO «PycbUTex-
Actpa», MakcumoBa C. B. - wmmHKeHepa cekTtopa ucmbiTaHuii Ha coBMmectumocTb ¢ CBT ormena
TEeCTUPOBAHMSI HA COBMECTMMOCTh JelapTamMeHTa Pa3BUTHUSI TeXHOJIorndyeckoro corpymsaudectsa [BuC
000 «PycbHTex-AcTpa».
2 TlpenmeT MCITbITAHWUI
2.1 Pabouast rpymnma cocrtaBmuia IIpotokona o tom, uto ¢ 28 mroHs mo 5 umionsg 2022 r. 6bumn
MIPOBEJIEHbl COBMECTHbIE UCIbITaHMSI MporpammHoro umsgemus «Kaspersky Security mast BUpTyaqbHBIX
cpen 5.2 Jlerkuin areHT» BepCUM 5.2.27.711, pa3paboOTaHHOTO AO
«JIaboparopusa Kacnepckoro», (manee - IIM) u omepauMOHHON CHUCTEMbI CHEIMATBHOTO Ha3HAUEHWS
«Astra Linux Special Edition» PYCB.10015-01 (ouepemHoe o6HoBmenue 1.6), paspaborannoir OO0
«PycbUTex-Acrtpa», (mamee - Astra Linux 1.6.0), a takke Astra Linux 1.6.0 c ycTaHOBJIEHHBIM
KyMYJISITUBHBIM orepaTuBHbIM oOHOBieHMeM Ge3omnacHocT BIOJIJIETEHD Ne 20211126SE16 (nanee -
Astra Linux 1.6.10).
3 OOBEeKT UCTIbITaHMIA
3.1 Ha ucnbiTaHMsSIX OBV TTPECTABIIEHbI:
3.1.1 daibl, 3arpyskeHHbIE CO CTPaHMIIBI OPUIIMATBHOTO calTa KoMIaHuu-paspaboTumka [T
(ampec maHHOW cTpaHmilpl: «https://www.kaspersky.ru/small-to-medium-business-security/downloads/
virtualization-hybrid-cloud?utm_content=downloads»):
. darr Ne 1
© HaMMeHOBaHMe BHYTpPM TEKCTa yKasaHHOV cTpauuiibl: «Bepcus 5.2.27.319 | Package
for KVM, Proxmox VE, R-Virtualization, HUAWEI FusionCompute CNA and Nutanix AHV»;
© omnucaHue: « BupryaspHas maiiHa cepBepa 3aiuThi» (fasee — SVM);
o Bepcust SVM: 5.2.27.711;
© HaMMeHOBaHMe BHYTpu ¢aitoBoii cucrembl (masee - @C) OC: «ksvla-
svm_kvm_based 5.2.27.711 mlg.zip»;

© rtum: ¢anna apxuBa B popmare «ZIP»;
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© appec 3arpysKu:
«https://products.s.kaspersky-labs.com/administrationkit/ksvla/5.2.27.319/multilanguage-
5.2.27%20(359)/3530323436387c44454c7c31/ksvla-svm_kvm_based_5.2.27.711_mlg.zip»;

O 3HaveHMue MoKasareJist KOHTPOJIbHOM CYMMbI MD5:
«71c6718c8117f0970f0d534db5c30a97»;
. dair Ne 2

© HaMMEHOBaHMe BHYTPM TEKCTa YIOMSIHYyTOM crpaHunpbl: «Bepcus 13.2.0.1511 |
Windows | Full package»;

o omnucanme: «Kaspersky Security Center mjst onepauyoHHbix cuctem (mayiee — OC)
cemeiictBa Microsoft Windows» (manee — KSC);

o pepcus KSC: 13.2.0.1511;

o gaumenoBauye BHyTpu ®C OC: «ksc_13 13.2.0.1511 full ru.exe»;

© THUII: YCTAaHOBOYHBIN (ain auctpubyTtusa mporpammuoro musnens (KSC) B dopmate
«EXEv»;

© anpec 3arpysKu:
«https://aes.s.kaspersky-labs.com/administrationkit/ksc10/13.2.0.1511/russian-7864598-ru/
3439313231307c44454c7c31/ksc_13 13.2.0.1511 full ru.exe»;

© 3HavyeHue MoKa3saresist KOHTPOJIbHOM CYMMBI MD5:
«8b36a37030ab90d86dbcb22e8627b018»;

. dait Ne 3:

© HaMMeHOBaHMe BHYTPM TEKCTa yKasaHHOM cTpaHuilbl: « Bepcusa 5.2.27.319 | Windows

| Kaspersky Security Components Installation Wizard»;

o omucanme: «Kommonentsr myigs KSC, copepskaiuime IIW» (manee - KoMITOHEHTbI

KSC);

o epcust Kommonentos KSC: 5.2.0.1118;

o naumeHoBanue BHyTpu @C OC: «ksvla-components_5.2.0.1118 mlg.exe»;

© Tum: ycTaHOBOUHbIN ¢aiur B popmate «EXE», comepskammii daiabl muctpubyTuBa
I1;

© anpec 3arpysKu:
«https://products.s.kaspersky-labs.com/administrationkit/ksvla/5.2.27.319/multilanguage-
5.2.27%20(359)/3530323436357c44454c7c31/ksvla-components_5.2.0.1118 mlg.exe»;
© 3HaYeHue roKasartesist KOHTPOJIbHOM CYMMBI MD5:
«857dd37fe860a373559a56ceal57fc7f»;
3.1.2 crpaHuiia MHCTPYKIMM [JIT BBITTOJTHEHUS TPOIEAyp: YCTaHOBKM, HAacTpoiiku — SVM B
cpene OC cemeiictBa Linux, npencrasiieHHass Ha o¢GUIMAJbHOM caiTe KOMIaHuM-paspabotunka I1U,

azpec HacTosen crpaduipl: «https://support.kaspersky.ru/15809#block3»;
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3.1.3 dain mokymenta B dopmate «ODT», comepskammi KpaTkyio MHCTpykimio mis KSC,
HayMeHOBaHMe yromMsHyToro daivia: «short manual for KSC_.odt», agpec 3arpysku maHHoro daiiia:
«https://nas01.astralinux.ru/sharing/paktQkB9a».

4 Xopm UCIIbITaHUI

4.1 B xopme mpoBemeHMsS [OAaHHBIX MCIBITAHMM OBLIM BBITIOTHEHBI MPOBEPKM KOPPEKTHOCTU
dyukmonuposauus I[N B cpemax: Astra Linux 1.6.0, Astra Linux 1.6.10, - B 06béMe, yKa3saHHOM B
Tabmuue 1.

4.2 Hacrosiye mpoBepKy ObLJIM BBITTOJTHEHBI B CpeIax:

. Astra Linux 1.6.0, sarpy>keHHOM B pexkumMax paboThI siapa: «generic», «hardened» -

Bepcun 4.15.3-1;
. Astra Linux 1.6.10, sarpy>keHHO! B pekumMax paboThl siapa: «generic», «hardened» —
Bepcmii: 4.15.3-154, 5.10.0-1045, 5.4.0-81;

4.3 YroMsIHyThIe Cpelbl SKCIUTYaTMPOBAIMCh BHYTPU CTEHJA IOJ, YIpaBjieHMeM TUIIEepPBU30pa
«Bpect» Bepcun 2.9, paspaborannoro OOO «PycbUTex-Actpa» (manee - I'mnepBusop «Bpect»).

4.3.1 T'uniepBusop «bpect» 6b11 ycTaHOBIeH B cpeme Astra Linux 1.6.0, 3arpys>keHHOV C SIAPOM
«generic» Bepcun 5.10.0-1045.

4.4 TexHnuyeckyue XapakKTePUCTUKY JAHHOTO CTEH/a:

. LIEHTPaJIbHBII ITpolieccop (Mozesib, TakToBas yactora): «Intel Core i7-11700», 2.5 I'T'w.;

. oobvém O3V: 32 I'6aiit.;

. 06bém T13V: 512 I'Gaitr.

Tabmuua 1 — IlepedyeHpb mpoBepoK

Pe3YJ'IbTaT HUCIIBITAHUSA

HaumeHoBaHMe IpOBEpKU Astra Linux | Astra Linux

1.6.0 1.6.10

BrinonHenne TpeboBanuit mompasm. 17.2 moKymMeHTa

«OmepauyoHHas cUCTeMa CITelaIbHOTO Ha3HaueHusT «Astra
1 _ ) o YcreniHo
Linux Special Edition». PykoBogctso mo KC3. Yactb 1»

PYCB.10015-01 97 01-1

2 | Ycranoska I B cpege OC VYcreniHo

3 | 3amyck, ocraHoBka BeinogHenust [1U B cpege OC VcrenHo

CootBetrctBue npexycranosieHHo OC nucTpubyTHUBY.
4 | [IpoBepKa BBIMOJHSIACH C UCITOJIb30BaHMEM YTUINTHI «fly- YcnenHo

admin-int-check»

Voanenne I11 B cpeme OC Vcneniso

Bomonnenne TpeboBanmii . 17.3 gokymenTa «OrmnepamnyoHHas YcrnelHo

cUcTeEMa CIIelyaJbHOro HasHaueHust «Astra Linux Special
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4

Edition». PykoBogctso nmo KC3. Yacts 1» PYCB.10015-01 97
01-1

5 ITpoBepka GYHKIMOHMPOBAHMS

51 B =xome mipoBeleHMUs [AAHHbIX MCIbITAaHUI, ObUT yCTaHOBAEH (GaKT HaJINUUS
HepabotocnocobHoct ITU, B ciyuae coBmectHoM skcrutyatrauyu [T m KSC gns OC cemeiicTtBa
«Linux», B c/IenCcTBME HaaM4MsI HACTOSIIEro ¢akra, MpU MOCIENYIOIIEM MPOBEIEHUN YIIOMSHYTBIX
MCIIBITAaHUI OcylecTBasIack coBmectHast skcruryaramyu [T u KSC mna OC cemeiictBa «Microsoft
Windows Server».

5.2 TIN xoppekTHO (yHKUMOHMpYeT B cpemax: Astra Linux 1.6.0, Astra Linux 1.6.10, -
HAaCTPOEHHBIX B COOTBETCTBMM C TpeGoBaHMsMM mompasz. 17.2 mokymeHta «OmepanyoHHas cucreMa
crienMaJibHOro HasHaueHmsl «Astra Linux Special Edition». PykoBogctBo mo KC3. Yactp 1»
PYCB.10015-01 97 01-1.

5.3 TIN xoppekTHO GYHKIMOHMpPYET (yCTaHaB/IMBAeTCs, 3aIlyCKaeTCs, OCTaHaB/IMBAeTCs) B
cpenax: Astra Linux 1.6.0, Astra Linux 1.6.10.

5.3.1 YcraHoBKa, skcrutyatauus IV B maHHBIX cpemax, IIPyU BKIIOUEHHOM DPEKMMEe 3aMKHYTOM
nporpamMmHon cpenbl Astra Linux 1.6.0, Astra Linux 1.6.10, I He nogaep>kuBaeTcs.

5.3.2 Vudopmalysi OTHOCUTE/LHO BBIMOJHEHMSI B HACTOSIIMX Cpefax IMPOLeAyp: YCTaHOBKMU
[N, a Takke MHBIX, MPOBOAMMBIX IPEXIE MPOU3BEIEHMS YIIOMSHYTON MPOLEAYypbl, — MPeNCTaBieHa B
nyHkTax: 1, 2 — ITpunoskennst Ne 1.

5.4 TIV He HapyIliaeT 1eJIOCTHOCTHM cocTaBa cpep: Astra Linux 1.6.0, Astra Linux 1.6.10.

5.5 TIA ue Hapymiaer TpeboBanmii momapasma. 17.3 mokymeHTa «OrmepaloHHas CUCTeMa
crienMasibHOrO HasHaueHust «Astra Linux Special Edition». PykoBogctBo mo KC3. Yactey 1»
PYCB.10015-01 97 01-1.

5.6 TIY xoppekTHO yaansercsa B cpefax: Astra Linux 1.6.0, Astra Linux 1.6.10.

5.6.1 Mudopmanmss OTHOCUTEIBHO IPOBeNeHus mpouenypbl yaanenus I B maHHBIX cpemax
npencraniieHa B . 3 ITpumoskenns Ne 1.

6 Pe3ynbrarbl UCIIBITAHUN

6.1 Tlo pesynbraTam MpoOBemeHMUS] HACTOSIIIMX MCIBITAHMI YCTaHOBJIEHO, uTO [IM KOoppeKTHO
ycraHaB/iMBaeTcsl, QyHKUMOHMpYeET, ymansercss B cpemax: Astra Linux 1.6.0, Astra Linux 1.6.10, -
3arpy’KeHHBIX C sigpamu: «generic», «hardened», — ¢ yuérom mHpopMamym, comepsKalleicsl B MyHKTax:
5.1, 5.3.1 - u IIpunoskenun Ne 1.

BriBop,

I[N coBmectumo c¢ Astra Linux 1.6.0, Astra Linux 1.6.10, c¢ yuérom wuHbopmaryn,

comepskaiteiics B myHkTax: 5.1, 5.3.1 — u IIpunoskenuu Ne 1.

Ot 00O «PycBUTex-Actpa»

Toncteix C. A.
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IIpunoxenue Ne 1

K IIporokomy Ne 8321/2022
HHcTpyKnus no ycraHoBke, yaayienuio II1 B cpegax: Astra Linux 1.6.0, Astra Linux 1.6.10

1 [Iaru aJ1s BBITOJIHEHMS TIPOLIEAYD, TPOBOAMMBIX TIPEKIE MTPOU3BEAEHNS TTPOLIETYPbI
ycraHoBkM 1M B maHHBIX cpelax:

1.1 moagroroBka HEOOXOOMMBIX CEPBEPOB:

1.1.1 pacmakoBaTh ¥ OOK/IIOUNTL BHYTpU ['Mmnepsusopa «bpect» o6pasz SVM u3
cooTBeTCTBYIOIIero daiia apxuba (cM. «dait Ne 1» B . 3.1.1);

1.1.2 BemosnuuTb npouenypy ycraHoBku KSC B cpene OC cemericta «Microsoft Windows
Server», mocpencTBoM 3amycka BbITOJTHEHUS U TIOC/IeYIOIIeN COOTBETCTBYIOIIEN IKCIUTyaTalu B
HacTosiel cpene Tpedyemoro daiia (cm. «daimt Ne 2» B 1. 3.1.1).

2 lllaru pyist BBIOSTHEHMS TTpoLieAypbl yecTaHOBKM [TV B yIIOMSIHYTBIX Cpefax:

2.1 usBneusb daimibl auctpuoyTnsa [TV mocpencTBom 3arycka BobinosiHeHMs B cpese OC
cemerictBa «Microsoft Windows Server» coorBerctytoiiero ¢daitia (cm. «dait Ne 3» B . 3.1.1);

2.1.1 BHyTpU MHTEpdelica TaHHOTO MPWIOKEHMS TPebyeTCsT BbIOpATh: UCIOIb3yeMblil SI3bIK,
IeCTBME pacakoBKM ¢aivioB auctpubytusa I u nupekTopuio, UCIIOIb3YEeMYIO IIJIST BbITTOTHEHMS
HACTOSIIIErO TEMCTBYSI;

2.2 crommpoBath aupekTopuio «LinuxAgent», CO3MaHHYIO B pe3yJ/ibTaTe BbIMIOJTHEHMS TEMICTBUM,
yKa3aHHbBIX B IIPeAbIAYIIEM MyHKTe maHHoro nepeus, BHyTpu @C cpen: Astra Linux 1.6.0, Astra Linux
1.6.10;

2.3 1ocJiefoBaTeIbHO BBITIOHUTD B HACTOSIINX Cpefax CUCTeMHbIe KOMaH Ibl:

sudo -s

bash /MyTb k anpexkTopun LinuxAgent BHyTpu @C ynomsaHyTbix cpeg/lightagent-5.2.27-1068-
bundle.sh

/opt/kaspersky/klnagent64/lib/bin/setup/postinstall.pl

2.3.1 TeKCThI BApMaHTOB OTBETOB Ha BOIIPOCHI, Hab/IIoJaeMble MOJIb30BaTe/IeM JaHHbIX Cpef, B
xofe sKcITyaTauym npuioskenns «/opt/kaspersky/klnagent64/lib/bin/setup/postinstall.pl» 13 cocraBa

IIW, nmpencrasnens! B Tabymie 2;
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6

Tabnuiia 2 - TekcTbl BapMaHTOB OTBETOB IOJIb30oBarTessd cpef: Astra Linux 1.6.0, Astra Linux 1.6.10 - Ha

Bompockl npuinokenus «/opt/kaspersky/klnagenté4/1ib/bin/setup/postinstall.pl»

TekcT Borpoca

BapuaHTbI oTBeTa Ha BOIPOC

Please enter Administration Server DNS-name or

static IP-address

ITpumepsi, popmat: 192.168.0.10,

serverl.domain.ru

Please enter Administration Server port number

[14000]:

Please enter Administration Server ssl port number

[13000]:

Please enter 'Y' to confirm that you want to use SSL
encryption
or enter 'N' to use non-encrypted communication

[Y]:

Haskars <Enter>

1) Do not configure connection gateway

2) Do not use connection gateway

3) Connect to server using connection gateway
4) Use as connection gateway

Please choose connection gateway mode: [1]:

Bri6bpath HeOOXOAMMBIN BaApMaHT OTBETA 1 HaXKaTh
<Enter>, 60 HaxkaTtb <Enter> nia Beibopa

BapMaHTa OTBeTa rno-ymosiuanuio (1)

2.4 BBIIIOJTHUTD B HaCTOHI_L[eI‘/JI cpenge CMCTEMHYIO KOMaHOy:

sudo /opt/kaspersky/lightagent/bin/lightagent-setup.pl

2.4.1 TekCTbl BApMAHTOB OTBETOB Ha BOITPOCHI, HAOJIIOIaeMbIe TTOJIb30BATEIEM YIIOMSIHYThIX

cpen B Xome sKCILTyaranmy npuioskeHus «/opt/kaspersky/lightagent/bin/lightagent-setup.pl» u3 cocrasa

ITIU, npencrasnensl B Tabiuie 3;

Tabnuiia 3 - TekcTbl BapMaHTOB OTBETOB IOJIb30oBarTesisd cpef: Astra Linux 1.6.0, Astra Linux 1.6.10 - Ha

BoITpockl mpuaoxkenus «/opt/kaspersky/lightagent/bin/lightagent-setup.pl»

TekcT Bommpoca

BapMaHT OTBETa Ha BOIIPOC
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Press Enter to display the End User License

Agreement and Privacy Policy:

Haxkatp <Enter> u npoyinctarb TEKCT
MpeACTaB/IeHHOTO COVIallleHUs A0 KOHIIa BPYUHYIO,
MO0 MOCPeACTBOM HaxkaTus <Q> mpornycTuTh
O3HAaKOMJIEHME C TeKCTOM pacCMaTpyBaeMoOro

COoIViallIeHUs

I confirm that I have fully read, understand, and
accept the terms and

conditions of this End User License Agreement.

Bsectu: «yes», Haskath <Enter>

Select locale for Kaspersky Security Center events:

Bri6bpars HOMep s13bIKa, HaskaTh <Enter>

2.5 nepemectuth BHYyTpU BeO-nHTEepdeiica KSC cpencTBo BbIUMCINTENIBHO TEXHUKIA C

ycranoBieHHbIM [TM u3 rpynmsl «HepacmnpeneneHHble YCTPOICTBa» B IPYIITY « YIIpaBJisieMble

YCTpOMCTBaY;

3 Voaneuue I1U:

3.1 mociegoBaTe/IbHO BBIMOMHNUTD B cpemax: Astra Linux 1.6.0, Astra Linux 1.6.10 - cucremHbIe

KOMAaHIIbI:
sudo -s

dpkg -P lightagent klnagent64

rm -rf Jopt/kaspersky /var/opt/kaspersky /etc/opt/kaspersky
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IIpunoxkenue Ne 2

K IIporokomy Ne 8321/2022

IlepeyeHnb COKpalleHNUII U ONpeae/IeHIuI

Astra Linux 1.6.0 - ornepaioHHas cucTeMa cIielyaJbHOro Ha3HaueHus «Astra Linux Special
Edition» PYCB.10015-01 (ouepentoe o6HoBeHne 1.6), paspaboranHas OOO «PycBUTex-Acrtpa»;

Astra Linux 1.6.10 - omepanyoHHas cucTeMa CIieliMaJbHOro HasHaueHus: «Astra Linux Special
Edition» PYCB.10015-01 (ouepenuoe o6HoBienne 1.6), paspa6oranHas OO0 «PycBUTex-Actpa», ¢
YCTaHOBJIEHHBIM KYMYJISITUBHBIM OIepaTuBHBIM 06HOBJIeHMeM 6e3onacHocTy BIOJIJIETEHD Ne
20211126SE16;

KSC - mporpammuoe nsnenme «Kaspersky Security Center», paspa6oranHoe AO
«JIaboparopusa Kacmepckoro»;

SVM - BupryasibHast MalllMHa cepBepa 3aliuThl, pazpaboranHast AO «Jlaboparopus
Kacniepckoro»;

KC3 - xomIlIeKC CpeaiCTB 3allUThI;

O3V - omneparMBHOe 3alIOMMHAIOIIIEe YCTPOMCTBO;

OC - onepauyoHHas1 CUCTEMa;

[13VY - nocTossHHOE 3aIIOMMHAIOILIEE YCTPOIMCTBO;

TN - mporpammuoe usnenne «Kaspersky Security mjst BupTyanbHbix cpen 5.2 Jlerkuit areHT»
Bepcuu 5.2.27.711, paspa6oranHoe AO «Jlaboparopus Kacnepckoro»;

ITO - mporpaMMHOe 0becIeYeHme;

®C - dainosas cucrema.
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