ITPOTOKOJI Ne 3071/2020
IIPOBE/IeHNUsI COBMECTHBIX MCIIBITAHMI IIPOTPAMMHOI0 M3/e/IUsA «ATeHT aJMUHICTPUPOBAHIS
Kaspersky Endpoint Security 11 aist Linux» Bepcyn astra_11.0.0-38 u OIlePAIMOHHONM CUCTEMbI
CITeIMa/IbHOr0 HasHaveHus1 «Astra Linux Special Edition» penus «Cmomnenck» Bepeun 1.6.

r. Mocksa 12 Hos16pst 2020 .

1. Pabovass rpymma B cocraBe: Tapakanosa JI.B. - HavasbHMKA OTIENa IO pabote ¢
TEXHOJIOTMYECKMMM ITapTHepamMy JlenaprameHTa BHeapeHust u compoBoxkaeHuss OO0 «PycbBUTex-
Actpa» m JlykmHoit E.B. - wumkenepa orgena 1o paboTe ¢ TEXHOJOTMUYECKMMM rapTHepaMu
AerapramMeHTa BHeApeHus U cornpoBoxkiaeHus OOO «PycBUTex-Acrpa», cocTaBwia HaCTOSIIMIA
IIporokon o Tom, uro 15 oxTsi6pst 2020 r. 6buUm TPOBeJIEHbI COBMECTHbIE MCIIBITAHMS TPOrPAMMHOTO
mapemmst (IIM) «Arent anmunucrpuposanusi Kaspersky Endpoint Security 11 mas Linux» Bepcun
astra_11.0.0-38, paspaborannoro AO «Jla6oparopus Kacrepckoro» ¥ OIepalyiOHHO} CHUCTEMbL
CrienuaspHOro HasHaueHus «Astra Linux Special Edition» (OC CH) pemns «Cmomenck» Bepcun 1.6,
paspaboranHoit OO0 «PycBUTex-Acrpa».

2. Ha ucnbrranmst 6bu1 ipefiocrasiied daiin deb-nakera klnagent64-astra_11.0.0-38 amd64.deb u
JNOKYMeHTaLus K JaHHOMY 10, yKaszaHHasi Ha canre TIPOU3BOIATEIIS
https://support.kaspersky.com/KES4Linux/11.1.0/ru-RU/194971.htm.

3.B xope CcOBMeCTHBIX WCIBITaHWII ObUIM IPOBEJEHbl MPOBepKM (YHKUMOHMpoBaHMS 11U
«Arent agmunucrpuposanust Kaspersky Endpoint Security 11 gy Linux» Bepcun astra_11.0.0-38 u OC
CH pemus «CmoneHck» Bepcun 1.6, a tak sxe OC CH pesns «CmoneHck» Bepcuyt 1.6 ¢ yCTaHOBIEHHBIM

o6HOBJIeHVeM 6esonacHocTy Grosuterenb Ne 20200722SE16 B o6beme, yKasaHHOM B TabsmIie 1.

Tabmmua 1 — IlepeyeHb MPOBEPOK OMEPAIMOHHON CUCTEMbI CIIeLMaabHOr0 Ha3HaYeHs

Ne HaumenoBaHmue IIpoBePKu PesyanaT UCITBITAHUA

(0] ¢ OC ¢ OC c saapom 5.4
YCTaHOBJIEHHBIM
O6HOBIIeHMEeM

oesomacuocTu OC
(20200722SE16)

BrinmonHeHme Tpe6oBanmii VYcrenHo YcnelHo YcneurHo

= &

pasnena 17.2 mokymeHTa
«OnepaiyoHHas cucrema

1. | CenyaabHOro Ha3sHauYeHMs
«Astra Linux Special Edition».
Pykosogcrso o KC3. Yactb 1»

PYCbB.10015-01 97 01-1.

2. | Ycranoska I B cpene OC, Ycrenso YcnerHo YcnenrHo

SHHYIHEHHOI}JI C d0pamu:




«generic», «hardened».

CoortBeTcTBIE VYcmenxo YcmeurHo VYcneniHo
[peyCTaHOBJIEHHOM
OInepanOHHON CUCTEMbI
3. | mcTpnbyTuBy. IlIpoBepka
BBIIIOJIHAIACH C
UCII0JIb30BAHMEM YTUIUTDI

«fly-admin-int-check».

3anyck/ocranoBka I[1U B cpepe YcmenHo VYcnemHo VYcmenrHo
4. | OC, 3anyieHHoI C siapamu:

«generic», «hardened».

VYnanenue I11 us cpensr OC, VYcneiHo YcnenHo VYcnemHo
5. | 3aIyILEHHOM C ] paMu:

«generic», «hardened».

ITo pesysbraTaM COBMECTHBIX WUCIBITAHMI HAa COBMECTMMOCTb YCTaHOBJIEHO, uTo IIM «AreHT
apmunucrpupoBanus Kaspersky Endpoint Security 11 s Linux» Bepcum astra_11.0.0-38 u OC CH
penns «CmoseHck» Bepeun 1.6 coBmectumbl ganHoe 110 3amyckaeTcs B 3aMKHYTOJ ITPOrpaMMHOI cpejie

OC CH, ¢ yuéTom OOHOBJIEHMSI aHTVMBUPYCHBIX 6a3.

4. Pe3ysibTaThl MCIBITAHUNA.

4.1. TIN «Arent agmuHucrpuposanust Kaspersky Endpoint Security 11 pgns Linux» Bepcumn
astra_11.0.0-38 xoppektHo dyHkumonnpyer B cpege OC CH pemns «CmomeHck» Bepcun 1.6,
3arpy)KeHHOM ¢ 9apamMu «generic», «hardened» u suopom 5.4.

4.2. TIN «Arent agmunHuctpuposanusa Kaspersky Endpoint Security 11 mns Linux» Bepcum
astra_11.0.0-38 xoppekTHO @yHKIMOHMpYeT B cpene OC CH pemus «CmoseHck» Bepcum 1.6,
HAaCTPOEHHOM B COOTBETCTBUM C pazpesnoM 17.2 mokymenTta «OrepalyOHHas CUCTeMa CIIelMUaaTbHOIO
HasHaueHus: «Astra Linux Special Edition». Pykosopctso mo KC3. Yacts 1. PYCBE.10015-01 97 01-1».
ILns xoppektHou pabotsl [TV «Arent agmunmcrpuposanus Kaspersky Endpoint Security 11 pas Linux»
Bepcun astra_11.0.0-38 B pesxume 3IIC, moTpe6oBacs myGgMUHbIN K/IIOU CTeHEpUPOBAHHbBIN )i «Astra
Linux Special Edition» 1.4, mjist Toro 4ro6bl OH MOAAepPKUBajICS B 6osee HOBOM «Astra Linux Special
Edition» Bepcuu 1.6 HY>KHO BBITIOJIHUTD CJIEAYIOIIVE Ie/iCTBUS:

1. NOAKIIOYUTb AUCK C JMUCTPUOYTMBOM U TIPOM3BECTM C HEro yCTaHOBKY rakera astra-digsig-
oldkey

2. ycraHoBUTb «AreHT agmuHuctpupoBanust Kaspersky Endpoint Security 11 myg Linux» Bepcun

astra_11.0.0-38



sudo dpkg -i kinagent64 astra_11.0.0-38 amd64.deb

3. KonmposaThb ITyOIMUHbIA K/II0Y B 3apaHee CO3MIaHHYIO marnky /etc/digsig/keys/legacy/keys

3. 1ocJie 9TOTO HY>KHO BBITIOJHUTD KOMaHIy

sudo update-initramfs -uk all
MoskHO cpesnarb 9TO MCHob3yst rpaduueckuii uHTepdeiic «Ilyck» — «[laHegb yropaBiaeHUs» —
«be3zonacHoctb» — «Ilonutuka 6esormacHocTu» — «Hactpoiiku 6e3omacHoOCTM» —  «3aMKHYyTas
[IporpamMMHas cpejia», fajee BbIOPaTh KOJIOHKY « KOHTpOJIb MCoTHsIeMbIX (GaiioB» nanee « BKIIOUnNTb»,
Jajee IPUMEHUTD C/le/laHHbIe M3MEeHEHMs, Ha)KaB Ha 3HAYOK «4eKOOKC B OKPYKHOCTUY.
B samknyTon nporpammuoii cpene 1O paboraer u mocjie yCTaHOBKYM OOHOBJIEHMI, NIPU IMOSBIEHUN B
CUCTeMe TeCTOBOro Bupyca eicar.com I1O 60kupyeT ero paboTty u repemeriaeT B KapaHTyH.

4.3. 1IN «Arentr agmmuHuctpupoBanus Kaspersky Endpoint Security 11 mas Linux» Bepcun

astra_11.0.0-38 xoppekTHO ynansercs us cocrapa OC CH penus «CmoneHck» Bepcuu 1.6.

BriBogpbr:

[T «Arent agmuuuctpupoBanust Kaspersky Endpoint Security 11 gyg Linux» Bepcun
astra_11.0.0-38 comectumo ¢ OC CH pemms «Cmoienck» Bepcuu 1.6, a taxoke ¢ OC CH penns

«CmoneHck» Bepcun 1.6 ¢ yCTaHOBJIEHHBIM OOHOBJIeHMeM HesoracHocTy 61oteteHb Ne 20200722SE16.

Ot 000 «PycbATex-AcTpa»

.B. TapakaHos

(% E.B. Jlykuna



