IMTPOTOKOJI Ne 22846/2024
MPOBe/IeHUsI COBMECTHbBIX HCTIBITAHUHM NMPOrpaMMHOro odecrieueHusi «Arom.ITopT» Bepcun
1.0.5 u onepanMOHHON CUCTEeMbI Cllelia/IbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHUE 1.7)
. MockBa 28.06.2024

1 IlpeagmeT McHbITaHUM

1.1 B HacTosiiieM npoTokose 3aduKcrpoBaH (pakT rnpoBefieHusi B nieprof, ¢ 24.06.2024 o
28.06.2024 COBMeCTHBIX HWCIBbITAaHWM TporpaMMHoro obecriedeHusi «Arom.Ilopt» Bepcuu 1.0.5
(manee — TIO), paspaboranHoro AO «['puHaTOM», W OIEPAJMOHHOW CHCTEMBI CHELUaJTbHOTO
Ha3HaueHUs1 «Astra Linux Special Edition» PYCB.10015-01 (ouepesHoe ob6HOBneHnue 1.7) c
YCTaHOBJIEHHBIM OTepaTUBHLIM OOHOB/eHHeM Oe3omacHoctd BROJIJIETEHB Ne 2023-1023SE17
(omeparuBHOe o6HOBneHue 1.7.5) (manmee — Astra Linux SE 1.7.5), paspaboranHoii OOO
«PycbUTex-Actpa».

2 OOBEKT UCTIBITaHUN

2.1 [lepeueHp KOMIIOHEHTOB, SKCILJIyaTUPOBABIIMXCSI B XOZJe TpPOBeJeHUsl JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacTasnieH B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

Onucanue HaumeHnoBaHue MD5 HNcTrounuk

@aiin apxuBa,

cozepxkauumi Qadisl cfac3a3672082e5c654fdble

. root_fs.tar.gz Cropona pa3paboruunka I10
UCTPUOYTHUBOB MOJy/Iei c48b8bb6
1o

@aiin apxuBa,
. 56e9d10a491ec37db317d89
cofiepyKallyii CKpUIIThI scripts.tar.gz CropoHa pa3paboTurika 10
7a1268207
ycTaHOBKHU Mofynei I10
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3 Xo/ ucrbITaHUH

3.1 B xo/ie mpoBeieHNsI HaCTOSIIL[UX UCTIBITaHUI OBI/TM BHITIONTHEHBI TTPOBEPKU KOPPEKTHOCTH
¢ynkmonuposanus 10 B cpene Astra Linux SE 1.7.5 B o6beme, yka3anHom B [Ipunoxkenun 1.

3.2 [lepeueHb MCMIONMB3YEeMBIX PENO3UTOpPHEB NpyBeieH B [Ipunoxennn 2.

3.3 Mo undopmaumu ot paspaboruuka I10 He mozep)KuBaeT paboTy C aKTUBHBIM PeXXUMOM
3T1C. VicnibITaHrs NPOBOAUIUCH TPH OTK/IFOUeHHOM peskume 3I1C.

3.4 TIpoBepka KOppeKTHOCTH (yHKLUMOHHMpOoBaHUs [10 B yCIOBUSIX HEHY/eBOIO YPOBHS
KOH(UW/IeHLIMaTbHOCTY MeXaHHM3Ma MaHJAaTHOrO pasrpaHdyeHds Jocrtyna (manee — MPI)
yKa3aHHBbIX CpeJi He MPOBOAWIACh MO MpPUYMHE OTCYTCTBUS nopfepxku I10 cooTBeTcTByMOIIEH
¢dyukumonansHocT OC. MHbopmainys 06 OTCYTCTBUM YIOMSIHYTOM TIOAeP)KKK Obia 3asiBlieHa
cTopoHo¥ paspabotunka I[10.

3.5 B rmporecce ycraHoBku [IO HapyliaeTcss 1ie/IoCTHOCTh (paiisa /usr/bin/node,

NpUHaZ/IeXXalliero kK rnakery «nodejs». HapyieHue He 3aTrparvBaeT (GyHKIMM 6e30MacHOCTH

Y He SIBJIIeTCS KPUTUUHBIM.

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 TIO koppekTHO ¢yHKLHMOHKpYeT B cpefie Astra Linux SE 1.7.5.

5 BriBoz

5.1 I1O u onepaljoHHasi CMCTeMa ClieliMaabHOro HasHaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesmHoe oOHOB/ieHWe 1.7) COBMECTHMBI, TPHUHMMAasi BO BHHUMaHHe
vH(opMaLMIo, cofiepsKalllytocs B pa3zenax 3, 4 u [IpunoxeHuu 2.

6 CocraB paboueii rpymnribl ¥ OANKMCH CTOPOH

6.1 [TaHHBII TTPOTOKOJ COCTaB/IeH yuaCTHUKaMU paboueit rpymb:

Kaprnenko [I. V1. — Haua/IbHUK CeKTOpa OTZesla TEXHOJI0IMYeCKOU COBMECTUMOCTH
JleriapramMmeHTa pa3BUTUS TexHOoJIornyeckoro corpygaudectsa [JBuC OOO «PycbBUTex-Actpa»;

Cnoguos C. ). — uHXeHep 0T/e/ia TeXHOJIOTHYeCKOM COBMECTUMOCTH JierlapTaMeHTa

pa3BUTUS TexHOoJorudeckoro corpyaaudectsa [JBuC OOO «PycbUTex-AcTtpa».
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ITpunoxenue 1 K Ilporokony Ne 22846/2024

Ilepeuens npoBepok coBMecTumocTH I10 m Astra Linux SE 1.7.5

Pesynbrar npoBepku I1O u Astra Linux SE

Illjgn HaumeHOBaHHe POBEPKH L7.5 c sgpom OC
5.4.0-1('52- 5.4.0-162- 5.10.19(?-1- 5.10.190-1- 5.15.0-{33- 5.15.0-83- 5.15.0-83- 6.1.50-1-generic
generic hardened generic hardened generic hardened lowlatency

1. | Ycranoska I10 YcnemHo YcnewHo YcnenHo YcneuHo YcnemHo YcneriHo YcnerHo YcremHo

2. 3KCl'myaTaLU/IH T10 YcnemHo YcnemHo YcrielHo YcrielHo YcrewHo YcnemHo YcrelHo YcrelHo

3. | Ynanenue I10 Yerewxo YerewHo Yerew+o Yenenxo Yenewxo YenewHo YenewHo YcnewHo

4, TpeGOBaHI/ISI feszomnacHoctu ALSE YcnewHo YcnemHo YcnemnHo YcreHo YcrnemHo YcnemHo YcnemHo YcnenHo

5. | Mexanusm 6e3zonacHoctu 3I1C He npoBogunacs | He npoBogunack | He nmpoBoaunaces | He mpoBogunacek | He mpoBogunacs | He mpoBoaunacek | He mpoBozaunaces | He mpoBogunacek

6. | MexaHu3m 6e30MacHOCTH MKL[ YcnemHo YcnemHo YcrielHo YcrielHo YcrewHo YcnemHo YcrelHo YcrielHo

7. | MexaHu3m 6e301acHOCTH MP'H He nposogunace | He npoBogunack | He nposoaunacek | He npoBogunace | He npoBogunack | He npoBogunack | He npoBoaunacek | He npoBogunack
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IIpunoxenue 2 K ITporokosy Ne 22846/2024

MHcTpykiusa no ycraHoBke M yaaneHuio I1O B cpepe Astra Linux SE 1.7.5

1 Vicionb3yeMblie pero3uTopyu:
B Astra Linux SE 1.7.5:
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64
main contrib non-free
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-update/ 1.7_x86-64
main contrib non-free
* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-extended/ 1.7_x86-
64 main contrib non-free
2 ¥Ycranogka I10:
2.1 BBLITIO/IHUTL CUCTEMHBIE KOMaH/BI, I,ILEI\/JICTBI/ISII
#nepen Ha4yasIOM YCTaHOBKM pacnakoBaTb apxms root_fs.tar.gz B KOpHEBYHO nanky
CUCTEMbI C 3aMeHO halinos.
sudo su -i
./00-prepare.sh
./01-update-packages.sh
#nna apep hardended - B dpaiine /lib/systemd/system/redis-server.service
3aKKOMeHTMpoBaTh CTPOKY "Private Users"”, 3anyctutb systemctl-daemon-reload,
nepesanyctutb ckpunTt 01-update-packages.sh
./02-configure-postgresql.sh
sudo nano /etc/postgresql/11/atomport/postgresqgl.conf
#set: ac_ignore_maclabel = true
J11-setup-backend.sh
J99-finally.sh
sudo rm /etc/nginx/sites-enabled/default
sudo In -s /etc/nginx/sites-available/charon-prod.conf /etc/nginx/sites-enabled/charon-
prod.conf
sudo reboot
3 Ynanenue I10:

3.1 BBINOJIHUTL CUCTEMHbBIE KOMaH/BbI, AEﬁCTBHHZ
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5

sudo systemctl disable charon-celery-beat.service charon-celery-flower.service
charon-process-rule-runner.service charon-remote-access-watcher.service charon-
process-runner.service charon-sniffer.service charon-web-application-server.service
sudo rm -R /srv/*
sudo rm -R /ustr/local/bin/*
sudo update-alternatives --remove-all python3

sudo In -s /usr/bin/python3.7 /usr/bin/python3
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IIpunoxenue 3 K ITpoTrokosy Ne 22846/2024

IlepeueHb UCI0/Ib3yeMbIX COKpaIlleHUH

Astra Linux SE 1.7.5 — omepauyOHHasi cMCTeMa CIieliiajbHOrO0 Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe obHOBieHHe 1.7) C yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBnenneM 6e3onacHoctu BIOJIJTETEHD Ne 2023-1023SE17 (onepatuBHOe o6HOBeHue 1.7.5);

ABuC — nupexnys BHeZIpeHUs U COIIPOBOXKeHUS;

3I1C — 3aMKHyTas porpaMMHasi Cpeza;

KC3 — KoMI/IeKC CpeiCTB 3allUThI;

MKII — MaHJaTHBIA KOHTPOJIb LJeJI0OCTHOCTH;

MP]] — maHziaTHOe yIipaB/ieHye JOCTYIIOM;

OC — onepanoHHas CUCTEMa;

1O — mporpamMHoe obecrieuerure «Atom.ITopt» Bepcuu 1.0.5.
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