IMPOTOKOJI Ne 16956/2024
NMPOBe/IeHUsI COBMECTHBIX HCTIBITAHUHM NMporpaMmMHoro obecrieuenusi «Kaspersky Endpoint
Security aas Linux » Bepcun 12.0.0.6672 1 onepaijuoHHOU CHCTeMbI CIIel{Ha/TbHOT0
Ha3HaueHHs «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe o0HoB/1eHue 1.7)

r. Mocksa 15.02.2024

1 IlpegmeT McCHbITaHUM

1.1 B HacTosiieM npoTokose 3aduKcrpoBaH (akT rnpoBeieHusi B niepuof ¢ 13.02.2024 mo
14.02.2024 coBMeCTHBIX WCIBITAaHUM TIporpaMMHOro obecrieuenus: «Kaspersky Endpoint Security
st Linux » Bepcun 12.0.0.6672 (manee — I10), pa3zpaboranHoro AO «JIabopatopus Kacriepckoro»,
Y OTepaLiMOHHOM CHCTeMBI CrielidanbHOro HasHaueHUs «Astra Linux Special Edition» PYCB.10015-
01 (ouepemHoe obHOoBNeHue 1.7) (manee — Astra Linux SE 1.7.0), Bkmouast Astra Linux SE 1.7.0 ¢
yCTaHOB/IeHHBIM oOrepaTuBHbBIM 0OHOBneHreM Oe3omacHoctd BRO/IJIETEHB Ne 2023-1023SE17
(omepatuBHOe oOHOBneHue 1.7.5) (manmee — Astra Linux SE 1.7.5), paspaboranHoii OOO
«PycbUTex-Actpa».

2 OOBEKT UCTIBITAaHUMH

2.1 TlepeueHp KOMIIOHEHTOB, SKCIL/TyaTUPOBABIIMXCSI B XOJe TpOBEJeHUsl JaHHBIX

WCTIbITaHUH, oTHOCsIUXCcs K [10, ipeacrasiex B Tabmuie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCSIIUXCS K [10

Onucanue HaumenoBanue MD5 NcTounuk
. kesl _12.0.0-
datin NporpaMMHOro 02c76d71ae8db7c6dd50ed7
6672_amd64.deb CropoHna pa3spaboTurka 10
naketa quctpubytusa I[10 99814a714

daiin apxuBa, CoZiepKalui
kesl-gui_12.0.0-

(aliiel AUCTPUOYTUBOB d25280fda6cB8a6d588bcaeee

. | 6672_amd64.deb Cropona pa3paborurka 10
JIOTIOJTHUTEJIbHBIX MOZY/ e b794213e
1o

Pecypc B cetn «/IHTEpHET»,

OdunpansHoe pykoBoAcTBO | «O Kaspersky Endpoint azipec:
o skcrutyataiuu I10 B Security 12.0 g Linux - «https://support.kaspersky.c
3JIEKTPOHHOM (hopmare » om/KES4Linux/12.0.0/ru-

RU/245017.htm»
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3 Xo/ ucrbITaHUH

3.1 B xo/ie mpoBeieHUst HaCTOSIIL[UX UCTIBITaHUM OBI/TM BHITIONTHEHBI TTPOBEPKU KOPPEKTHOCTH
¢yukimonupoBanusi 10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5 B oObeme,
yKa3aHHOM B [Ipuoxkenun 1.

3.2 [lepeueHb UCHIONMB3YyEeMbIX PENO3UTOPHEB NIpUBeeH B [Ipunoxkennn 2.

3.3 HeoduimanbHble periosutopuu 10 /1 yKa3aHHBIX Cpejl He SKCIITyaTHPOBa/IUCh.

3.4 C yenblo MpoBefieHus1 IPOBEpPOK MpH BKMOYEHHOM pexkume 3I1C ucnonb3oBancs ¢aiin
OTKPBITOTO K/Ttoua pa3pabotuuka I10.

3.5TIpu pabore T1IO mnpu BkatOuéHHOM pexxuMme 3IIC OGokupyercss 3arpy3ka (aiiia
/bpfilter_umh . /laHHOe HapyilleHWe SIBSIeTCS He KPUTHYHBIM M Ha paboTocriocobHocTh 1O B
pexxume 3IIC He BuseT.

3.6 [IpoBepka KoppeKTHOCTH (yHKUHMOHHMpOoBaHUS [10 B yCIOBUSIX HEHY/EeBOrO YPOBHS
KOH(U/IeHLIMaTlbHOCTH MeXaHW3Ma MaH/IaTHOrO pasrpaHduyeHuss poctyna (gzanee — MPI)
YKa3aHHbIX CpeJl IPOBOJW/IACh COIVIACHO COOTBETCTBYIOLLEMY CLIEHapuio, IMpeoCTaBIeHHOMY

cTopoHo# paspabotunka I[10.

4 Pe3ynbTaThl UCIIBITAHUM

4.1 T1O koppeKTHO (DyHKIIMOHUPYeT B cpefiax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.

Mepepar vepes [naznok 14.03.2024 15:07 GMT+03:00 / \
00bed445-3870-4dSc-93af-73dd0cc68a6c | |::|1

Crpatmua 2 n3 6 \ /



5 BriBOj,

5.1 1O u onepaloHHasl CUCTeMa CIleL[uabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/ieHHWe 1.7) COBMECTHMbI, TPWUHMMAasi BO BHHUMaHHe
vH(pOpMaLMIOo, CoAep Kalllytocs B pa3zenax 3, 4 u [Ipunoykenuu 2.

6 CocraB paboueii TPYIIITLI U TTOITUCH CTOPOH

6.1 JlaHHBII IPOTOKOJ/I COCTaB/IeH yUuaCTHUKAMH paboueld TpyTIibL:

[Tpokantok /I.C. — Haua/IbHUK CEKTOpa OT/e/la TeXHOJIOrM4eCKOW COBMEeCTUMOCTH
JlerlapTaMeHTa pa3BUTUs TexHosorudeckoro corpyguuuectsa IBuC OOO «PycbUTex-Actpar;

CnogroB C.FO. — uH)keHep OT/e/ia TeXHOJ0THYeCKOM COBMECTUMOCTH JierlapTaMeHTa

pasBUTUS TexHoJIoru4eckoro corpyzHudectsa JBuC OOO «PycbTex-AcTtpa».
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ITpunoxenue 1 K Ilporokony Ne 16956/2024

ITepeuennb nnpoBepok coBMecTuMocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.5

Pesynaprar npoBepku I1O u Astra Linux SE
ljg HauMeHOBaHMe POBEPKH 1.7.0 c agpom OC 1.7.5 c apgpom OC
n/n
5.4.0-54- 5.4.0-54- 5.4.0-162- 5.4.0-162- 5.10.190-1- 5.10.190-1- 5.15.0-83- 5.15.0-83- 5.15.0-83- 6.1.50-1-
generic hardened generic hardened generic hardened generic hardened lowlatency generic
1. | Ycranoska I10O YcnemHo YcnemHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo
2. |3anyck, ocTaHoBKa BbinoHeHus 110 YcnemxHo YcnemxHo YcrnemHo YcnemxHo YcnenHo YcrnemHo Ycnemxo YcriewHo YcneHo YcremHo
JKcrTyararys MUHUManbHOH 6a30Boi
3. yarai YcnemHo YcnemHo Ycnemso YcnemHo YcrenHo YcnemHo YcnemHo YcrenHo YcnenHo YcnemHo
¢yHkunonamsHOCTH [10
®ynkuumoHuposanue 10 B yc1oBusix
4. | HA3KOrO ypPOBHS L|eJIOCTHOCTH YcrenHo Ycnemno Ycnemno Ycnemno Ycremso Ycnemno Ycnemno YcnemHo Ycnemno Ycnemno
mexanu3ma MK OC
®yHkiuoHvposaHue I10 B ycioBusx
HeHYyJ/1eBOTro OBHA
5. y YP YcnemHo YcnemHo YcnemHo YcnemHo YcrenHo YcnemHo YcnemHo YcrenHo YcnenHo YcnemHo
KOH(WeHI[MaTbHOCTH MeXaHH3Ma
MP]I OC
OTcyTCTBUE HapylleHUH TpeOoBaHMI
6. |mogpasgena 17.3 «PykoBojCTBO 1O YcrenHo Ycnemsno YcrnemHo Ycnemsno YcnemHo YcrnemHo Ycnemno YcnemHo YcnemHo Ycnemno
KC3 4. 1»
CootsetctBue 06bekToB @C OC
7. ,L[I/ICTpI/I6yTI/IBy OC mnpm 3KcITyaranuu Ycnewno Ycnewno Ycneino Ycnewno Ycnelso Ycneino Ycnewno Ycneiso Ycneino Ycnewno
1o
8. | Ynmanenue I10O YcnemHo YcnemHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo YcnenHo YcnewHo YcnemHo
®yHkmoHuposaHue I10 B yci1oBusax
9. . YcnemHo YcnemHo YcnemHo YcnemHo YcrelHo YcnewHo YcnemHo YcrelHo YcnewHo YcnewHo
BK/IrOuéHHoro mexanusma 3I1C OC
OTcyTCcTBUE HapyleHUH TpeOoBaHMIA
10. |nmoppasgena 17.2 «PyKoBOJCTBO O Yenemso Yenemso Yenenso Yenemso Yenemso Yenenso Yenewso Yenewso Yenewso Yenewso
KC3 4. 1»
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IIpunoxenue 2 K ITporokosy Ne 16956/2024

MHcTpyKkiusa no ycraHoBke M yaasenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Vicrionb3yemblie pero3uTOpuu:

B Astra Linux SE 1.7.0:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.0/repository-base/ 1.7_x86-64
main contrib non-free

*  CTOPOHHHE Pero3uTOpUr

B Astra Linux SE 1.7.5:

* deb https://dl.astralinux.ru/astra/frozen/1.7_x86-64/1.7.5/repository-base/ 1.7_x86-64
main contrib non-free

*  CTOPOHHME Pero3uTOpUr

2 YcraHoska [10:

2.1 BBITNOMHUTB CUCTEMHbIE KOMaH/Ibl, ZIeCTBUS:

sudo -s

apt install astra-digsig-oldkeys

apt install ./kesl_12.0.0.6672_amd64.deb

apt install ./kesl-gui_12.0.0.6672_amd64.deb

mkdir -p /etc/digsig/keys/legacy/kaspersky/

cp /opt/kaspersky/kesl/shared/kaspersky astra_pub_key.gpg
/etc/digsig/keys/legacy/kaspersky/

update-initramfs -u -k all
/opt/kaspersky/kesl/bin/kesl-setup.pl

3 Ynanenue I10:
3.1 BBITIOTHUTb CUCTEMHbIE KOMaH/Ibl, 1eCTBUS:

sudo apt autoremove --purge kesl kesl-gui
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IIpunoxenue 3 K ITporokosy Ne 16956/2024

IlepeueHb UCI0/Ib3yeMbIX COKpallleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIeliaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaijMoHHas cUCTeMa CIleLiMa/ibHOTO Ha3HaueHus: «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Astra Linux SE 1.7.5 — omepauyoOHHasi cCMCTeMa CIleliiajbHOr0 Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBieHnem 6e3onacHoctd BFOJIJTETEHD Ne 2023-1023SE17 (omepatuBHOe oO6HOBeHue 1.7.5);

OBuC — aupexiysi BHeZIpeHUs U COTIPOBOXK/IeHUS;

3T1C — 3aMKHYyTasi IpOrpaMMHasi Cpe/ia;

KC3 — KoMILIeKC CpefiCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb L{eJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepaloHHast CUCTEMa;

[0 — mporpammHoe obecrieuenne «Kaspersky Endpoint Security ans Linux » Bepcuu
12.0.0.6672.
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