ITPOTOKOJI Ne 13419/2023
MPOBe/[eHUsI COBMECTHBIX HCMIBITAHUH NporpaMMHoro odecrneuenus «Kaspersky Unified
Monitoring and Analysis Platform (KUMA)» Bepcun 2.1.1.73 (cepBepHas 4acTb) 1
ornepanoHHON CHCTeMBbI CrieljHa/IbHOr0 Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe o6HOB/IeHHe 1.7)
r. Cankr-ITeTepOypr 03.08.2023

1 Ilpegmet vcribiTaHKM

1.1 B HacTosiiieM npoTokose 3aguKcupoBaH (akT mpoBeZieHus B nepuof ¢ 28.07.2023 mo
02.08.2023 coBMeCTHBIX MCITbITaHUI rporpaMmmHoro obecrieuenusi «Kaspersky Unified Monitoring
and Analysis Platform (KUMA)» Bepcuu 2.1.1.73 (cepBepHasi uyactb) (nanee — I10),
pa3paboranHoro OOO «Jlabopatopusi Kacriepckoro», W omneparjioHHOH CHCTEMbI CIEIMaJIbHOTO
Ha3HaueHus1 «Astra Linux Special Edition» PYCB.10015-01 (ouepesHoe ob6HoBeHue 1.7) (manee —
Astra Linux SE 1.7.0), pa3paborannoit OOO «PycBUTex-Actpa», Bkitodast Astra Linux SE 1.7.0 ¢
yCTaHOBJIEHHBIM OTlepaTUBHbIM 0OHOB/eHHeM Oe3omacHoctd BIOJIJIETEHB Ne 2023-0426SE17
(onepatuBHOe o6HOB/eHMe 1.7.4) (manee — Astra Linux SE 1.7.4).

2 OOBEKT UCTIBITAaHUM

2.1 ITepeyeHb KOMIIOHEHTOB, SKCIUIyaTUPOBABILIUXCS B XOJe TIPOBEAEHUS] [TaHHBIX

UCTIbITaHWH, oTHOCsiuxcs K [10, ipeacraenen B Tabsurie 1.

Tabmura 1 — ITepeueHb KOMITOHEHTOB, OTHOCSAIIMXCA K [10

Onucanue HaumenoBanue MD5 HNcTouHuk

®ails1 apxuBa, cofiepXKaluit

(aiinbl quCcTpuOyTUBOB fe755e999500a0e2d1e364a

_ | Apxus.tar.gz CropoHa pa3paborurka 1O
JIOTIO/THUTE/IbHBIX MOZYJIen 35b0c2695
I10

3 Xo/l UCTIbITaHUH

3.1 B xofie poBe/ieHNs] HaCTOSIIMX UCIIBITaHUN ObUTY BBITIOTHEHBI TTPOBEPKH KOPPEKTHOCTH
¢yukimonupoBanusi 10 B cpegax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4, — B oOnewme,
yKa3aHHOM B [Ipuioxxenun 1.

3.2 [lepeueHs odumanbHbIX perno3utopueB [10, 3KCITyaTHMPOBaBLIMXCS B YIOMSIHYTBIX
cpejax:

* B cpege Astra Linux SE 1.7.0: base;
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* B cpefie Astra Linux SE 1.7.4: base, update.

3.3 HeodurmaneHele perio3uropuu [10 7151 yKa3aHHBIX CpeJ| He SKCITyaTUPOBaMCh.

3.4 C uenbl0 NpOBefleHHs1 YKa3aHHbIX NPOBEPOK IMPY BK/IIOUEHHOM peXHMe 3aMKHYTOM
nporpaMMHOU cpepbl (ganee — 3I1C) ynomsHyThiX OC, B XOZ#e BHeJpPEHHsI COOTBETCTBYIOLLEH
anekTpoHHOM ToArnvcy (II1) B daiinbl 10 dopmara ELF, ucnonb3oBancsi KOMIUIEKT LUGPOBBIX
kitoueld mporpammel Ready for Astra Linux OOO «PycBUTex-Actpa».

3.5 [IpoBepka KOppeKTHOCTH (yHKUHMOHUpOBaHUS [IO B yCIOBUSIX HEHY/IEBOTO YPOBHS
KOH(PMIeHI[MabHOCTM MexXaHHW3Ma MaHJaTHOrO pasrpaHuyeHus pocryna (gzanee — MPI)
yKas3aHHBIX CpeJi He MPOBOAW/IACH M0 IMPUUMHe OTCYTCTBUS MNojjepXku 11O cooTBeTCTByOLIEH
¢yukimonansHoct OC. VHdopMmanys 06 OTCYTCTBUM YIIOMSIHYTOM TOAJep>KKU Obia 3asiBjieHa
cTopoHo# pa3paboTunka I[10.

4 Pe3ynbTaThl UCTILITAHUI

4.1 T1O KoppeKkTHO (PyHKLIMOHUPYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4.

5 BeiBoj

5.1 T1O u onepaljMoHHasl CUCTeMa ClielaabHOro Ha3HaueHus: «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOBieHWe 1.7) COBMeCTHMbI, TpPUHMMasi BO BHHUMaHHe
vH(dOopMaluio, coflepXKalllytocs B pa3aenax 3, 4 u [IpunoxkeHuu 2.

6 CocraB paboueii rpymniibl ¥ TIOATMCH CTOPOH

6.1 JlaHHBII IPOTOKO/ COCTaB/IeH yUaCTHUKaMH paboueli TpyTIIbL:

[Tpokantok [I. C. — pykoBOAUTe b CEKTOpA OT/e/1a TEXHOJIOTMYeCKO COBMeCTUMOCTH
JlerlapTamMeHTa pa3BUTHS TexHooruueckoro corpygauuectsa BuC OOO «PycbUTex-AcTtpa»;

Jlykamenko 1. A. — nHXeHep OTZies1a TEXHOJIOTMYeCKOM COBMECTUMOCTH JlerapTaMeHTa

pasBUTUA TexHosioruueckoro corpygHuyectsa IBuC OOO «PycbUTex-Actpa».

00O «PycbNTex-Actpa»

PYKOBOZUTe/b CEKTOpa OT/e/1a TeXHOI0TNYeCKOU
COBMECTHMOCTH JlellapTaMeHTa Pa3BUTHsl TEXHOJIOTUYeCKOro
corpyzsHuuecTtBa JBuC
(RomxsocTs)

ITpokanrok [I. C.

(rozucs) (pamunust, MHULAATBL)
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ITpunoxenue 1 K Ilporokosy Ne 13419/2023

ITepeuensb nmpoBepok coBMectumocTH I1O u Astra Linux SE 1.7.0, Astra Linux SE 1.7.4

Pe3ynbrar npoBepku ITO u Astra Linux SE
Ne
e HauMeHOBaHHe IPOBEPKH 1.7.0 c agpom OC 1.7.4 c appom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.176-1- 5.10.176-1- 5.15.0-70- 5.15.0-70- 5.15.0-70-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [10 YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcrenHo YcrenHo YcrenHo YcremHo
2. |3amnyck, octaHoBKa BbinosiHeHud [10 YcnemHo YcnemHo YcnemHo YcnemHo YcnemHo YcnemHo YcrelHo YcrelHo YcrelHo
DKCIIIyaTalyss MUHUMa/IbHOM 0a30Boi
3. Y 1 YcneiiHo YcneiHo YcneiiHo YcneiiHo YcneiiHo YcnenHo YcnenHo YcnelHo YcneiHo
¢dyukumonanpHOCTH [10
dynkionupoanue I10 B yC/10BUSIX HU3KOTO
4. YHKL P Y YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
ypOBHs LiefiocTHOCTU MexaHusma MKII OC
®yukiuonuposanue I10 B ycnoBusax
5. |HeHy/neBOro ypoBHsI KOHHIEHIMATLHOCTH He He He He He He He He He
: ¥y yp AEHI MPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAW/IACH | IPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWIACH | MPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWUJIACH
MexaHu3ma MPJ] OC
OTCcyTCTBHE HapyllleHuii TpeboBaHMHA
6. Y Py p YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcrenHo YcnenHo YcrenHo YcrenHo
nozapaszena 17.3 «PykoBozcreo mo KC3 Y. 1»
CootetcTBHe 00beKTOB PC OC
7. YcneuHo YcneuHo YcneiHo YcneHo YcneuHo YcnewHo YcneiHo YcnelHo YcnelHo
muctpubytuBy OC nipu 3kcrinyarauuu [10
8. Y,qaﬂel-me 1O YcneuHo YcneuiHo YcneiHo YcneHo YcneuHo YcnewHo YcneiHo YcnelHo YcnelHo
dyukiponupoBanue 10 B yc/oBUsIX
9. y KL‘ P Y YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcrenHo YcnenHo YcrenHo YcrenHo
BK/IIOUéHHOro Mexann3Mma 3I1C OC
OTCyTCTBMe HapyllieHuii TpeboBaHHUH
10. y Py P YcneuHo YcneuHo YcneiHo YcneHo YcneuHo YcnewHo YcneiHo YcnelHo YcnelHo
nozapasgena 17.2 «PykoBozcteo o KC3 Y. 1»
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ITpunoxenue 2 K Ilporokoy Ne 13419/2023

MHcTpykiusa no ycraHoBke M yaasenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.4

1 Ycranoska I10:

1.1 BBIMOJIHUTEL CUCTEMHBIE KOMaH/IbI, /IeMCTBUS:

sudo -s

apt install python-apt curl libcurl3 python3-cffi-backend

sh install.sh <distributed.inventory.yml> nnn <sistributed.inventory.ymi>
2 Ynanenue I10:

2.1 BBITIOJTHATH CUCTEMHbIE€ KOMaH/Ibl, 1elCTBUS:

sudo -s
sh uninstall.sh <distributed.inventory.yml> nnu <sistributed.inventory.ym|>
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ITpunoxenue 3 K Ilporokoay Ne 13419/2023

IlepeyeHb HCNO/Ib3yeMbIX COKpallleHUH

«PykoBogctBo nmo KC3 Y. 1» — pgokymeHT «OmepalMoOHHas CUCTeMa CIelaJbHOro
HasHaueHUs1 «Astra Linux Special Edition». PykoBogctBo mo KC3. Hacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaldoHHas CUCTeMa CIleLiMaJbHOTO Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HOBIeHHe 1.7);

Astra Linux SE 1.7.4 — omnepauyOHHas cucTeMa CIleljuajbHOro HasHaueHusl «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe oGHOB/eHHe 1.7) C yCTaHOBJIEHHBIM OIEpPaTUBHBIM
obHoBerrem 6e3omnacHoctd BFOJIJTETEHD Ne 2023-0426SE17 (onepatuBHOe oO0HOB/eHue 1.7.4);

ABuC — qupekuys BHeAPEHUS U COTTPOBOXKAEHUS;

3I1IC — 3amMKHyTas IporpaMmHas Cpeza;

KC3 — KoMIL1eKC Cpe/iCTB 3alUThl;

MKI] — MaHZaTHBII KOHTPOJIb L{eJI0OCTHOCTH;

MP/] — MaHAaTHOeE yIipaB/ieHUe JOCTYIIOM;

OC — onepaLjuoHHasi CUCTEMa;

I10 — mporpammuoe obecrieuenre «Kaspersky Unified Monitoring and Analysis Platform

(KUMA)» Bepcum 2.1.1.73 (cepBepHast 4acThb).
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