ITPOTOKOJI Ne 11623/2023
MPOBe/IeHUsI COBMECTHBIX UCTIBITAaHUH MporpaMMHoro odecreuenus «Kaspersky Industrial
CyberSecurity for Networks» Bepcuu 4.0.1 u onepanjioHHO#M CHCTeMbI CIIeIHA/TLHOTO

Ha3HaueHHs «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe o0HoB/1eHHe 1.7)

r. Mocksa 04.05.2023

1 IlpegmeT McCIbITaHUM

1.1 B HacTosieM rpoTokose 3aduKcrpoBaH (akT mpoBefeHusi B niepuof ¢ 21.04.2023 mo
27.04.2023 CcOBMeCTHBIX WCIIbITaHUM TiporpaMMHOro obecrieueHusi «Kaspersky Industrial
CyberSecurity for Networks» Bepcun 4.0.1 (manee — I10), pa3paboranHoro AO «Jlaboparopus
Kacrniepckoro», U orepaldoOHHON CHUCTeMbI CIieljhajbHOro HasHaueHusi «Astra Linux Special
Edition» PYCB.10015-01 (ouepenHoe o6HoBneHwe 1.7) (mamee — Astra Linux SE 1.7.0),
paspaboranHoii OOO «PycBUTex-Actpa», Bkmouasi Astra Linux SE 1.7.0 ¢ ycTaHOB/IeHHBIM
orepaTuBHbIM 0OHOB/eHHeM Oe3oracHoct BIOJIJIETEHB Ne 2022-1110SE17 (omepaTHBHOe
obHoBneHue 1.7.3) (manee — Astra Linux SE 1.7.3).

2 OOBEKT UCTIBITAaHUH

2.1 TlepeueHp KOMIIOHEHTOB, SKCILTyaTUPOBAaBIIMXCSI B XOJe TIpPOBEJeHUsl JaHHBIX

WCTIbITaHuM, oTHOCsIUXcs K T10, ipefcrasnex B Tabmuie 1.

Tabnuiia 1 — ITepeueHb KOMITOHEHTOB, OTHOCSIIUXCS K [1O

Omnucanue HaumenoBanue MD5 Hcrounuk
®aii/1 IPOrpaMMHOro cd33fb97a321cc0f5cc96097
SE17.zip CropoHa pa3paborurka I10
5b09415a pOHa pasp
naketa guctpubytusa 10
«DJIeKTPOHHAas Pecypc B cetu «/IHTepHeT»,
OdurpanbHOe PYyKOBOJCTBO | IOKYMEHTALIASA IS « azpec:
1o 3kcrtyarauu I10 B O Kaspersky Industrial - «https://support.kaspersky.c
9/IeKTPOHHOM (popmare CyberSecurity for om/KICSforNetworks/3.1/r
Networks» u-RU/83112.htm»

3 Xo/ UCrbITaHUH
3.1 B xope npoBefieHus1 HACTOSIIL[UX UCITBITAHUM ObUIM BBHITIONIHEHBI POBEPKH KOPPEKTHOCTH
¢yukuponvpoBanus 10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3, — B oObeme,

yKa3aHHOM B [Ipunokenun 1.
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3.2 [lepeuenb oduLManbHbIX perno3uTopueB I10, 3KCMIyaTMPOBaBLIMXCS B YIOMSIHYTBIX
cpefax:

* B cpege Astra Linux SE 1.7.0: base;

* B cpefie Astra Linux SE 1.7.3: base, update.

3.3 HeodurmansHele periosutopu 10 a5 yKa3aHHBIX Cpejl He 9KCILTyaTHPOBa/IMCh.

3.4 C uenbl0 NpOBefleHHs1 YKa3aHHbBIX NPOBEPOK IPY BK/IIOUEHHOM peXHMe 3aMKHYTOM
niporpaMMHOM cpefibl (manee — 3I1C) ynomsHyThix OC, MCIOB30BajICsl COOTBETCTBYIOLUHN (aiin
OTKPBITOTO KJIIOUa, Tpe/IoCTaBIeHHbIN CTOpOHOM pa3paborunka I10.

3.5 IIpoBepka KOppeKTHOCTU (yHKUMOHHMPOBaHUSI 10 B yC/OBUSIX HEHY/JEBOTO YPOBHS
KOH(UeHI[MabHOCTM MeXaHW3Ma MaHJaTHOrO pasrpaHuyeHust poctyna (garnee — MPI)
yKa3aHHBIX CpeZ He MpPOBOAWIACh MO NpUYMHe OTCYTCTBUS nopagepxku [10 cooTBercTByrOIIEN
¢dyukimonanpHoct OC. VHpopManys 00 OTCYTCTBUM YIIOMSIHYTOM TMOAJEP>XXKM ObUia 3asiBjieHa
CTOpOHOM pa3paboTurika I10.

4 Pe3ynbTaThl UCIIBITAHUMN

4.1 TIO koppekTHO ¢yHKLMOHKpYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3.
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5 BeIBOj,

5.1 I1O u onepalioHHasl CUCTeMa CIleLuaJbHOr0 Ha3HaueHus1 «Astra Linux Special Edition»
PYCB.10015-01 (ouepemHoe oOHOBieHWe 1.7) COBMeCTHMbI, TPUHMMAasi BO BHUMaHHe
VH(OopMalMIo, CoepXKallytocs B pa3fenax 3, 4 u [lpunoxenuu 2.

6 CocraB paboueii TPYIIITLI U TTOAITHUCH CTOPOH

6.1 JlaHHBII TIPOTOKO/ COCTaB/IeH yuaCTHUKaMH paboueli TpyTIibL:

Kapnenxko /I. Y. — pykoBoguTe b CeKTOpa OTZesia TeCTUPOBaHUS HA COBMECTUMOCTb
JileriaprameHTa pa3sBUTHA TexHosiornueckoro corpygaudectsa IBuC OOO «PycbUTex-Actpa»;

®epopros B. C. — uHxeHep oT/e/1a TeCTUPOBAHKSI HA COBMEeCTUMOCTD JleriapTaMeHTa

pasBuTud TexHonoruueckoro corpygauuectsa [JBuC OOO «PycbUTex-Actpa».

00O «PycbUTex-Actpa»

PYKOBOAWUTE/Ib CEKTOPA OTZAe/la TeCTUPDOBAaHUA Ha
COBMECTUMOCTSD J€TapTaMeHTa PA3BUTHSA TEXHO/IOTHUYECKOTrO

corpypHuuecTsa JBuC

(ZO/DKHOCTB)

Kaprnierxko /1. M.

(ogmuch) (cbamuTvist, MHULIHAIIBT)
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ITpunoxenue 1 K Ilporokosry Ne 11623/2023

Ilepeuensb npoBepok coBMecTumocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.3

Pe3ynbrar npoBepku ITO u Astra Linux SE
Ne
s HauMeHOBaHHe POBEPKH 1.7.0 c agpom OC 1.7.3 c apgpom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.142-1- 5.10.142-1- 5.15.0-33- 5.15.0-33- 5.15.0-33-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [1O YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcrenHo YcrenHo YcrenHo YcremHo
2. |3amnyck, octaHoBKa BbinosiHeHus [10 Ycnemxo YcnemHo YcnemHo YcnemHo YcnemHo YcnenHo YcrelHo YcrelHo YcrelHo
DKCIITyaTalyss MUHUMAa/IbHOM 0a30B0oi
3. y 1 YcneiiHo YcneiiHo YcneiiHo YcneiiHo YcneniHo YcnenHo YcnenHo YcneiHo YcneiHo
¢dyuakumonanpHOCTH [10
dynkioHnupoBanue I10 B yC/10BUSIX HU3KOTO
4. YHKL P Y YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
ypOBHs LiefiocTHOCTU MexaHusma MKII OC
®yukiuonuposanue I10 B ycnoBusax He He He He He He He He He
5. | HeHy/eBoro ypOBHs KOH(HAEHLMaMbHOCTH TpeboBanmach | TpeboBamack | TpeboBanmack | TpeGoBamach | TpebGoBamack | TpeboBamack | TpeboBamack | TpeboBasack | TpeGoBamach
MexaHnu3sma MPJ] OC
OTcyTCTBME HapyIlleHuii TpeboBaHMH
6. Y Py p YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcrenHo YcrenHo YcrenHo YcrenHo
nozapaszena 17.3 «PykoBozcreo mo KC3 Y. 1»
CootBetcTBHe 00beKTOB PC OC
7. YcneuHo YcneuiHo YcneiHo YcnewHo YcnewHo YcnewHo YcneiHo YcnelHo YcnelHo
muctpubytuBy OC nipu 3kcrinyarauuu [10
8. Y,qaﬂel-me 1O YcneuHo YcneuHo YcneiHo YcnewHo YcnewHo YcnewHo YcneiHo YcnelHo YcnelHo
dyukiponrpoBanue 10 B yc/ioBUsIX
9. y KL‘ p Y YcremHo YcremHo YcrnemHo YcnemHo YcnenHo YcnenHo YcrenHo YcrenHo YcrenHo
BK/IIOUéHHOro MexaHu3Mma 3I1C OC
OTCyTCTBMe HapyllleHuid TpeboBaHHUH
10. y Py P YcneuHo YcneuiHo YcneiHo YcnewHo YcnewHo YcnewHo YcneiHo YcnelHo YcnelHo
nozapasgena 17.2 «PykoBoacteo o KC3 Y. 1»
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ITpunoxxenue 2 K ITporokoay Ne 11623/2023

MHcTpykiusa no ycraHoBke M yaasenuio ITO B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.3

1 ¥YcranoBka I10:

1.1 BBIMOJIHUTEL CUCTEMHbBIE KOMAH/IbI, /IeMCTBUS:

sudo -s

apt install rsync libcap2-bin python2 python-apt ssh

1.2 PacniakoBath apxuB SE17.zip, nmepeiitu B SE17/kics4net-release_4.0.1-222/linux-astra
BBITIOJIHUTH B TepMHHaAJIe:

bash kics4net-manifest-checker-4.0.1-222.bundle.sh

2 Ynanenue I10:

2.1 BBITNIOJIHATH CUCTEMHbIEe KOMaH/Ibl, 1elCTBUS:

2.2 nepetitu B manky SE17/kics4net-release_4.0.1-222/linux-astra  BbINOJHUTL B

TepMUHaJe:

bash kics4net-remove.sh
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ITpunoxenue 3 K ITporokoay Ne 11623/2023

IlepeyeHb HCNO/Ib3yeMbIX COKpallleHUH

«PykoBogctBo nmo KC3 Y. 1» — pgokymeHT «OmepalMoHHasi CUCTeMa CIelaJbHOro
HasHaueHUs1 «Astra Linux Special Edition». PykoBogctBo mo KC3. Hacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaljMoHHasi CUCTeMa CIleLiMa/ibHOTO Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HoBIeHHe 1.7);

Astra Linux SE 1.7.3 — omnepaLuOHHas cucTeMa CIleljuajabHOro HasHaueHusl «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe oGHOB/eHHe 1.7) C yCTaHOBIEHHBIM OIEpPaTUBHBLIM
obHoBnenrem 6e3omnacHoctd BFOJIJTETEHDB Ne 2022-1110SE17 (onepatvBHOe ob6HOBeHue 1.7.3);

ABuC — 1¥BU3UOH BHEJPEHUS U COMPOBOXKAEHNS;

3I1IC — 3amMKHyTas rporpaMmHas Cpeza;

KC3 — KoMIL1eKC Cpe/iCTB 3alUThl;

MKI] — MaHJaTHBIN KOHTPOJIb L{e/I0OCTHOCTY;

MP/] — MaHAaTHOeE yIipaBieHUe JOCTYIIOM;

OC — onepaljuoHHasi CUCTEMa;

ITO — mporpammHoe obecrieuenue «Kaspersky Industrial CyberSecurity for Networks»

Bepcuu 4.0.1.
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