ITPOTOKOJI Ne 16662/2024
MPOBe/[eHUsI COBMECTHBIX HCIIBITAHUH MPOrPaMMHOI0 o0ecreyeHHs1 « AHa/TUTHYeCKas IIaT-
(¢opma Visiology» Bepcum 3.3 1 onepaniioHHOM CUCTEMBbI CIIea/IbHOT0 Ha3HAUeHUsA «Astra
Linux Special Edition» PYCB.10015-01 (ouepeaHoe o6HoB/IeHMe 1.7)
r. Mocksa 30.01.2024
1 IlpegmeT McCHbITaHUM

1.1 B HacTosiiieM npoTokose 3aduKcrpoBaH (akT rnpoBefieHusi B niepuof ¢ 12.01.2024 mo
30.01.2024 coBMeCTHBIX MCIIBITAaHWM TPOrpaMMHOr0 obecrieueHUs] «AHaJUTUYecKasi TaTtdopma
Visiology» Bepcuu 3.3 (manee — I10), pazpaboranHoro OOO «Bu3M0I0KK», U OTIepaljuoOHHON CH-
CTEeMBI CIeraabHOTO Ha3HaueHus «Astra Linux Special Edition» PYCB.10015-01 (ouepenHoe 06-
HoBeHue 1.7) (manmee — Astra Linux SE 1.7.0), Bkitouasi Astra Linux SE 1.7.0 ¢ ycTaHOBIeHHBIM
oriepatuBHbIM 0OHOBNeHWeM Oe3oracHocty BROJIJIETEHB Ne 2023-1023SE17 (omeparvBHOe 00-

HoesieHue 1.7.5) (manee — Astra Linux SE 1.7.5), pa3paborantoit OOO «PycbBUTex-Actpa».

2 OOBeKT UCTIbITAHUHI

2.1 Hepequb KOMITOHEHTOB, 3KCITydTUPOBABIIMXCA B XOJe€ IMpOBeAeHHSA AdHHBLIX HCIIbITA-

HUM, otHOCsMXcs K [10, npefcrasnen B Tabnure 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

OnucaHue HaumeHnoBanmue Bepcus KonTponbHasa cymma Ncrounuk
52f4b8c8celfe7b03d6
Apxus c Docker- 591218f39461cfc545 | CtopoHa pa3paboruu-
2.32+3.3.tar
obpazamu I10 6e5f9023d629a9c969 | ka I1O
c14018557
Pecypc B cetu «1H-
TepHeT»,
azpec: https:/
[akeT /1OTIO/THUATETH-
6da9106e9009a0629c | download.docker.com
Horo riporpamMmHoro | docker-compose-
8aeb21b7aa1045fcba6 | /linux/debian/dists/
obecrieuenust Heobxo- | plugin_2.10.2~debian-
dbd02a96174d4fd79c | buster/pool/stable/
aumoro s GyHKuM- | buster_amd64.deb
793c9c74e amd64/docker-
onuposanus [10
compose-
plugin_2.10.2~debian
-buster_amd64.deb
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Pecypc B cetu «H-
TEepHEeT»,

agpec: https://

OdwurmanbHOE PyKO- visiology-
Hokymenranus «Visiology
BO/ICTBO M0 3KCI/ya- - doc.atlassian.net/
Platform 3.3»
tauuu 10 wiki/spaces/3v3/
overview?
homepageld=1245839
38

3 Xo/ ucrbITaHUH

3.1 B xo/e mpoBeJieHNsI HACTOSILL{UX UCTIBITAHUM OBI/TM BHITIONIHEHBI TTPOBEPKU KOPPEKTHOCTH
¢dyukumonvpoBanus I10 B cpegax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5 B o0Obeme,
yKa3aHHOM B [Ipunoxkenuu 1.

3.2 [lepeueHb o¢uimanbHbIX perio3utopreB [10, SKCIUIyaTUPOBABILIMXCS B YIOMSHYTBIX
cpejax:

* B cpefie Astra Linux SE 1.7.0: base;

* B cpege Astra Linux SE 1.7.5: base, update.

3.3 lndopmariusi 00 3KCIUTyaTUPOBABLIMXCS HeopHLMaNbHBIX perno3utopusix [10  ais
yKa3aHHbBIX cpeJ oTpakeHa B [IpunoxeHuu 2.

3.4 TIpoBepka KoppeKTHOCTH (yHKIMOHMpOBaHMs [IO TIpU BK/IIOUEHHOM peXuMe
3aMKHYTOW InporpaMMHOM cpefpl (manee - 3IIC) ynomsaHyTsix OC He mpoBOjw/Iach IO IPUUMHE
orcytctBusi mioggepkku I10 coorBerctBytomeit ¢yHkiuoHameHOCTH OC. WHDopmanus 06
OTCYTCTBUM YTIOMSIHYTOM TOAep>KKH Obljia 3asiB/ieHa CTOpOHOM pa3pabotuuka I10.

3.5 [IpoBepka KoppeKTHOCTH (yHKUHMOHUpOBaHUs [IO B yCIOBUSX HEHy/eBOTO YpPOBHS
KOH(pUIEeHLIMaTbHOCTA MeXaHW3Ma MaH/aTHOTO pasrpaHduyeHuss poctyna (ganee — MPI)
yKa3aHHBbIX CpeZi He MPOBOAWIACh MO MNpUYMHe OTCYTCTBUS nozfepxku I10 cooTBeTcTByMOLIEH
¢dyukumonansHoct OC. MHbopmalys 06 OTCYTCTBUM YIIOMSIHYTOM TIOAep)KKK Obula 3asiBlieHa
CTOPOHOM pa3paboTurka I10.

3.6 [IpoBepka IIO B HenpuBWIerupoBaHHOM pexxume (rootless) ymomsHyTeix OC He
IIPOBOJU/IACD.

3.7 IIpoBepka 10 Ha Hanuuue ysisBuMocTu docker-obpasa u koHteliHepa 1O fnst Astra
Linux SE 1.7.0 He mpoBoAW/IaCh.

4 Pe3ynbTaThl UCTIBITAHUM

4.1 TIO koppekTHO GyHKLMOHMpYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.5.
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5 BriBoz

5.1 I1O u onepaljMoHHasi CMCTeMa ClieliMaabHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOB/ieHMe 1.7) COBMeCTHMbI, TIPUHMMAs BO BHHMMaHHe HWH(OpMa-
LIUIO, COZleprKalLlyroCs B pasgesnax 3, 4 u [Ipunoxenuu 2.

6 CocraB paboueii rpymnribl ¥ TIOANKMCH CTOPOH

6.1 laHHbIM NIPOTOKO/ COCTaB/IeH yuaCTHUKaMHU paboueid rpymIibL:

[Tpokanrok [I. C. — Haua/IbHUK CEKTOpa OT/Aesa TeXHOJIOTMYeCKOM COBMeCTUMOCTH Jierap-
TaMeHTa pa3BUTHUsA TexHoaoruyeckoro corpyauuuectsa JBuC OOO «PycbUTex-AcTpa»;

bpsiaiiea JI. C. — uHXeHep 0oT/ies1a MH(pacTPyKTyphl pabounx MecT [lernaprameHTa BHe/[pe-

Hus u conpoBoxkaeHuss OO0 «AiCudn Actpa CepBUc».
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ITpunoxenue 1 K Ilporokony Ne 16662/2024

ITepeuens npoBepok coBmectumocTu 10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.5

Pe3yabraT npoBepku I10 u Astra Linux SE

Ne
wn HaumeHoBaHue POBepKH 1.7.0 c apgpom OC 1.7.5 c appom OC
5.4.0-54-generic 5.4.0-162-generic 5.10.190-1-generic | 5.15.0-83-generic | 5.15.0-83-lowlatency 6.1.50-1-generic
1. | YcranoBka I1O YcnenHo YcnemHo YcnemHo YcnenHo YcremHo YcnemHo
2. | 3amyck, ocTaHOBKa BbINoyHeHus [10 YcneniHo YcneniHo YcneniHo YcneniHo YcneniHo YcneniHo
®yukuonuposanue [10 B cpese OC B paMKax CLieHapysi IPOBePKU
3. . o YcremHo YcnerHo YcnerHo YcnenHo YcremHo YcnemHo
MHHHAMAaJIbHOW 6a30Bo# (HyHKLIMOHAIEHOCTH
®yHkyuonuposanue [10 npu BktoueHHOM MexaHu3me MKII B pam-
4. | Kax cLjeHapust MPOBEPKM MUHUMa/IbHOM 6a30BoM (PyHKIIMOHAILHO- YcnenHo YcnemHo YcnemHo YcnenHo YcrnemHo YcnemHo
cTH
ITpoBepka HyHKIL[MIOHMPOBaHNUs KOHTeliHepa Ha OHIKeHHOM YPOBHe
5. POBEpKa QyHKLY P P yp YcreniHo YcnemHo YcnemHo YcnenHo YcremHo YcnemHo
MKII (BupTyanusarys)
dynkiyoHrpoanye 10 B pamMKax clieHapusi SKCITyaTallii B yCJ/Io-
6. YHKLY P P Henap yarary y He nposogunace He nposogunacs He nposogunacs He npoBogunace He npoBogunacs He nposogunacs
BUSIX HEHY/IEBOTO YPOBHS KOHGH/eHLIMaIbHOCTU MexaHn3ma MP/T
ITposepka ¢yHKLpIoHUpoBaHust docker-koHTeliHepa c I10 B HerpH-
7. He nposogunace He nposogunace He nposogunace He nposogunace He nposogunace He nposogunace
BUJIETHPOBaHHOM peskuMe (rootless)
ITpoBepka Ha Hanmuuwre ys3BuUMocTH docker-obpasa 1 KoHTelHepa
8. HpO P y P p YcremHo YcrelHo YcnemHo YcrielHo YcremHo YcnemHo
9. | OtcyrcrBue onmbok B ¢aiin xxypHane docker YcnenHo Ycnemxo Ycnemxo YcneuHo YcnemHo YcneixHo
OtcyTcTBHe HapylleHHH TpeboBaHui nogpaszgena 17.3 «Pyko-
10. y py P APA3A y YcrelHo YcnewHo YcnemHo YcnemHo YcrewHo YcnemHo
BogctBo 1o KC3 Y. 1»
Coortsercrue 06bekToB @C OC guctpubytrBy OC npu 3Kcrtyara-
11. AUCTPHOYTHEY P y YcriemHo YcnemHo YcnemHo YcrelHo YcremHo YcnemHo
v [10
12. | Ypanenue I1O YcnenHo Ycnemxo Ycnemxo YcnenHo YcrnemHo YcnemHo
®ynkuyonrposanye I10 B ycnoBusx BK/IOYEHHOro Mexanusma 3I1C
13. | B pamMKax CLieHapusi IPOBEPKH MUHUMAJIbHOM 6a30Boi (yHKLIHO- He nposogunacs He nposogunacs He nposogunacs He npoBogunace He npoBogunach He nposogunacs
Ha/lbHOCTU
OTcyTcTBHe HapylleHHH TpeboBaHui nmogpasaena 17.2 «Pyko-
14. y py P APasA y YcnenHo YcnemHo YcnemHo YcnemHo YcrnelHo YcnemHo

BogctBo 1o KC3 Y. 1»
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IIpunoxenue 2 K ITporokosy Ne 16662/2024

MHcTpykiusa no ycraHoBke U yaasenuo I1O B cpepgax: Astra Linux SE 1.7.0, Astra

Linux SE 1.7.5

1 Ycranoska I10:

1.1 BBITIO/IHUTE JeHCTBUS:

1. ckaumBaHve n yctaHoBka npepeksmnsunta docker compose 13 debian-penosuro-
pus:
wget https://download.docker.com/linux/debian/dists/buster/pool/stable/amd64/docker-
compose-plugin_2.10.2~debian-buster_amd64.deb && sudo apt install ./docker-compose-
plugin_2.10.2~debian-buster_amd64.deb
nposepka Bepcuii docker version && docker compose version
2. Cospavite nankun ansa pa6otbl MO 1 ycTaHOBUTE Ha HUX Npasa Nosb3oBaTesis
sudo mkdir -p /var/lib/visiology/scripts /var/lib/visiology/certs /var/lib/visiology/v3/
dashboard-viewer/customjs && sudo chown -R "$(id -u):$(id -g)" /var/lib/visiology
3. Co3pgartb nanky 419 pacnakoBku apxvea c obpasamu, pacnakosarb Tyza apxus ¢ obpa-
3aMu 1 3anycTuTb 3arpysky obpasa platform B namatb Docker
mkdir ./visiology && tar -xvf ./3arpy3kun/2.32+3.3.tar -C ./visiology/ && docker load < ./
visiology/images/platform-deployment.tar.gz
4. 3anycTute KOHTENHep pasBEPTKM, KOTOPbI cO34acT CKpunTbl B kKatasiore /var/lib/
visiology/scripts/:
docker run -it --rm -u "$(id -u):$(id -g)" -v /etc/passwd:/etc/passwd:ro -v /var/lib/
visiology:/mnt/volume cr.yandex/crpelmi33uplrq7coc9d/visiology/release/platform-
deployment:2.32_3.3
5. 3anyctute ckpunT load_images.sh KoTopblil 4Orpy3nT KOMMOHEHTbI N1aT(OPMbI:
Ivarllib/visiology/scripts/load_images.sh --version v3-i /home/u/visiology/images
6. BbinonHuTe KOMaHAy 415 noayvyeHvs naeHtudmkaropa o6opyaosarus (hardware ID):
Ivarl/lib/visiology/scripts/v3/prepare-config.sh
naeHtndgukarop (hardware ID) oTnpaBuTb pas3paboTyumKky 1 NOAYUUTb KU akTUBaLUN Jn-
LLeH31K
7.BHECTM NONyYeHHbI K104 MOBTOPHbLIM 3anyCKOM npeAblALwein KomaHabl C apryMeHToM -
N yKasaHneMm Ksoya

Ivar/lib/visiology/scripts/v3/prepare-config.sh -I <kntou>
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8. 3anyck nnargopmbl:
Ivarllib/visiology/scripts/run.sh --start v3 -p <ip>
Mnatdopma rotoea K paboTe : npoBepka 3anTn B 6paysepe no agpecy http://<ip>/v3

2 Ynanenue I10:

2.1 BBLITIO/IHUTL CUCTEMHbBIEe KOMaH/BbI:

Ivarl/lib/visiology/scripts/run.sh --stop
sudo rm -rf /docker-volume && sudo rm -rf /var/lib/visiology && rm -Rf /home/u/visiology
docker image rm -f $(docker images | awk '{ if ($1 ~ /visiology/) print $3})
docker volume rm -f $(docker volume Is | awk { if ($2 ~ /visiology/) print $2})
docker config rm clickhousequerymaskingrulesforjdbc clickhousedisabledroplimits
clickhouseentrypoint clickhousejdbcbridge clickhousetimezone dashboardservice
dashboardviewer datamanagementservice designer jdbcbridge keycloakchangeurl
keycloakconfig keycloakrealm reverseproxy viqube2 workspaceservice containermetrics
dashboardprovider grafana hostmetrics otelcol prometheusconfig promtailconfig tempo
docker secret rm KEYCLOAK _M2M_SECRET CLICKHOUSE_FE_PASSWORD
CLICKHOUSE FE_USER DATA_MANAGEMENT_SECRET_KEY KEYCLOAK_ADMIN
KEYCLOAK_ADMIN_PASSWORD KEYCLOAK_DB_PASSWORD
KEYCLOAK_DB_USERNAME MINIO_ROOT_PASSWORD MINIO_ROOT_USER
MONGO_AUTH_PASSWORD MONGO_AUTH_USER MONGO_DM_PASSWORD
MONGO_DM_USER MONGO DS PASSWORD MONGO_DS_USER
MONGO_FE_CREDENTIALS MONGO_FE_PASSWORD MONGO_FE_USER
MONGO_ROOT_PASSWORD MONGO_ROOT_USER MONGO_WS_CREDENTIALS
MONGO_WS_PASSWORD MONGO_WS_USER
KEYCLOAK GRAFANA CLIENT_SECRET
sudo rm /usr/libexec/docker/cli-plugins/docker-compose
docker swarm leave -f
lMpoBepkKa:
docker image Is && docker container list && docker volume Is && docker secret Is &&

docker config Is
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IIpunoxenue 3 K ITpoTrokosy Ne 16662/2024

ITepeueHb UCMO/Ib3yeMbIX COKPAIlleHHUI U ONpeAe/1eHui

«PykoBozctBo 110 KC3 Y. 1» — nokyMeHT «OriepaljoHHasi CMcTeMa Clieliia/JbHOro Ha3Haue-
Hus «Astra Linux Special Edition». PykoBogcTtBo no KC3. Yacts 1» PYCB.10015-01 97 01-1;

Astra Linux SE 1.7.0 — onepaijoHHas cucTeMa CIleLiMa/IbHOTO Ha3HaueHUs «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe obHOBneHue 1.7);

Astra Linux SE 1.7.5 — omepalyOHHasi CMCTeMa CIleLiiajbHOrO0 Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe obHOBieHHe 1.7) C yCTaHOB/IEHHBIM OTepaTUBHBIM
obHoBnenneM 6e3onacHoctu BIOJIJTETEHD Ne 2023-1023SE17 (onepatuBHOe o6HOBeHue 1.7.5);

ABuC — nupexnys BHeZIpeHUs U COIIPOBOXKeHUS;

3I1C — 3amKHyTast nporpamMHas cpezga OC;

KC3 — KoMI/IeKC Cpe/iCTB 3allUThI;

MKII — MaHgaTHBIM KOHTPO/b LiesiocTHOCTH OC;

MP/I — manzatHoe yripaBieHue goctyrnom OC;

OC — onepanoHHast CUCTEMa;

1O — mporpaMMHoOe obecrieueHre « AHanMTUUeCKas riardopmMa Visiology» Bepcuu 3.3;

Docker - mporpaMMHOe obecrieueHue [jisi aBTOMaTH3alliyd Pa3BEPTHIBAHUS U YIIPABJIEHUS
TIPUIOKEHUSIMU B CpeJiaX C MOJIeP>KKOW KOHTelHepU3aLiuy;

Docker-o6pa3 — Her3MeHsieMblIii 00pa3 110 111ab/10Hy KoToporo co3zaaercs docker-KoHTelHep;

Docker-koHTeliHep — KOHTelHep co3/1aHHbIN Ha ocHoBe docker-o6pa3a;

KoHTeliHep — 130/1MpoBaHUs Cpejia C YI1aKOBaHHbIM KOZIOM U 3aBUCUMOCTSMU.
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