ITPOTOKOJI Ne 9353/2022
MPOBe/IeHNs COBMECTHbBIX HCIBITaHUI nporpamMHuoro usgemusa «IWS (Irbby Web Scanner)»
Bepcud 1.0.1 ¥ onepanioHHOM CHCTeMBbI ClIejaIbHOr0 Ha3HayeHusn «Astra Linux Special
Edition» PYCB.10015-01 (ouepeaHoe o6HoB/1eHHe 1.6)
. Mocksa 01.10.2022 r.

1 TIpeagMeT UCTIBITAaHUM

1.1 B Hacrosiiem npoTokosie 3aukcrupoBaH (akT rpoBefeHus: B nepuof ¢ 26.09.2022 mo
30.09.2022 rr. COBMeCTHBIX HUCHbITaHUW mporpammHoro usgenuss «IWS (Irbby Web Scanner)»
Bepcuu 1.0.1 (manmee — IIU), paspaboranHoro OOO «WPBBW», u oneparMoHHON CUCTEMBI
crielia/ibHOTO Ha3HaueHUst «Astra Linux Special Edition» PYCB.10015-01 (ouepeaHoe o6HOB/eHME
1.6) (manee — OC Astra Linux 1.6.0), pa3paborannoit OOO «PycbWTex-Actpa», Bkitouasi OC Astra
Linux 1.6.0 ¢ ycTaHOBIEeHHBIM KyMY/ISSTUBHBIM OI€DaTUBHBIM OOHOBeHHEM 0e30TMacHOCTH
BIOJIJTETEHB Ne 20220829SE16 (onepatuBHOe oOHOBieHue 1.6.11) (mamee — OC Astra Linux
1.6.11).

2 OOBEKT UCTIBITaHUN

2.1 ITepeueHb KOMIIOHEHTOB, SKCIUIyaTUPOBABLIUXCA B XOAe T[IPOBeJeHUs [aHHBIX

UCTIBITaHWH, OTHOCSIMXCs K [TV, npeacrasied B Tabmmue 1.

Tabmuia 1 — ITepeueHs KOMIIOHEHTOB, OTHOCSILMXCS K [11

Onucanue HaumeHnoBanue MD5 Hcrounuk
@aiin rporpaMMHOrO TakeTa 6d5b15d7042794f6ee8d
«iws-1.0.1-3.deb»
muctpubdytusa MU 29bc97e14bfd

CropoHa pa3paboTurka

«1fd028903761dbe04.lickey» | €37a0bf96e5ce7f4dff707 | 11p1
akTuBanuu 1T e6f92016a6

®datin JIML€EH3WMOHHOI'0O K/IKo4a OJIsd

WHCTPYKIMsA TI0 IKCI/TyaTaluu
«Instrukcia IWS.odt» -
TI1 B 371eKTPOHHOM (popMare
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3 Xo/ UCMbITaHUH

3.1 B xozie mpoBeZieHus HACTOSIIMX UCITBITAHWH OBbI/IM BHITIO/THEHBI TTPOBEPKU KOPPEKTHOCTH
¢yukimonupoBanus I B cpegax: OC Astra Linux 1.6.0, OC Astra Linux 1.6.11, — B oObeme,
yKa3aHHOM B [Ipuokenusx 1 u 2.

3.2 C uenbto obecrieueHuss kKoppekTtHoro ¢yHKimonuposanus I B 3IIC, B mporecce
BHe/IpeHUs1 3/1eKTPOHHOM nomnucu B Qaiinibl [T1 ¢popmara ELF ucnonb3oBascs TeCTOBbINA KOMITIEKT
uudposbix Kiatoueit OO0 «PycbUTex-Actpa».

4 Pe3ynbTaThl UCTILITAHUM

4.1 IIN koppekTHO GyHKUMOHUPYeT B cpefgax: OC Astra Linux 1.6.0, OC Astra Linux
1.6.11.

BriBof,

[N 1 OC Astra Linux 1.6.0, OC Astra Linux 1.6.11 coBMecTHMBbI, NPUHMMAas BO BHUMaHue
vH(dOopMaluio, coflepXKalllytocs B pa3aenax 3, 4 u [Ipunokenuu 3.

5 CoctaB paboueii rpyIITbI U TOAMTUCH CTOPOH

J1aHHBIN TTPOTOKOJT COCTAB/IEH YYaCTHUKAaMU pabouei rpyTIbL:

Kapnenko /I. . — pykoBoauTenb CEKTOpa MCHbITaHWM Ha coBMecTUMOCThH ¢ I1O otaena
TeCTUPOBaHUsl Ha COBMECTHMOCTb JeriapraMeHTa pa3BUTHs TEeXHOJOIMUYeCKOro COTPyAHWYeCTBa
OBuC OO0 «PycbUTex-Actpa;

Jonuyk A. V. — MaaImii MH)KeHep CeKTOpa MCMbITaHUM Ha coBMecTUMOCTh ¢ 10 otzena
TeCTUPOBaHUSl Ha COBMECTUMOCTb JerapTaMeHTa pa3BUTHUS TEeXHOJIOrMUeCcKOro COTPYAHUYeCTBa

OBuC OO0 «PycbUTex-Actpa».

00O «PycbMTex-Actpa»

PYKOBOZUTENb CEKTOPa MUCITbITaHUI Ha COBMeCTUMOCTh ¢ I10
OTJie/1a TeCTUPOBAHUS Ha COBMECTUMOCTD JiellapTaMeHTa
pasBUTHA TEXHOIOTHYeCcKoro cotpyaHuyectsa JIBuC
(IO/DKHOCTB)

Kaprnenko [I. U.

(noamnuce) (pamuust, HHULAAITED)
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ITpunoxenue 1 K Ilporokosy Ne 9353/2022

ITepeuensb npoBepok coBmecTumocTtu [IN 1 OC Astra Linux 1.6.0

Homep Bepcun, pexxum pyaknuonnpoBanus siapa OC Astra Linux 1.6.0

4.15.3-1-generic

4.15.3-1-hardened

HaumMeHoBaHUe MpoOBEPKHU

Pe3ynbraThl POBepPKH

BeinoiHenue TpeboBanHuii moApasz. 17.2 gokymenTa «OrnepaliioHHas CUCTeMa CIeldasbHOro Ha3HaueHus «Astra Linux Special

YcrerHo YcnemHo
Edition». PykoBoacteo 1o KC3. Yacts 1» PYCB.10015-01 97 01-1
YcranoBka I1U B cpepe OC Astra Linux 1.6.0 YcnemHo YcnemHo
3arnyck, ocraHoBka BbinosiHeHus: 11U B cpese OC Astra Linux 1.6.0 YcnewmHo Ycnemno
KoppekTHOCTh paboThl MUHUMAaJTEHOH 6a30B0H GyHKIMOHaMsHOCTH TTU B cpese OC Astra Linux 1.6.0 YcnemHo YcnemnHo

KoppekrHoe ¢yHK1imonupoBanue 11 B cpefe OC Astra Linux 1.6.0 ripu 3KcriyaTaijii HeHy/1eBOro YPOBHS

KOH(UeHIIMaTbHOCTH MeXaHH3Ma MaHZaTHOTO yrpaBieHus gocryrom (MPI)

He TpeboBanack

He TpeboBanack

KoppekrHoe ¢yHkinonrposanye 11 B cpese OC Astra Linux 1.6.0 mpu 3KcriyaTaliil HU3KOro YPOBHS 1eJIOCTHOCTH MeXaHW3Ma

YcrerHo YcrerHo
MaHAaTHOTO KOHTpOsis 1jesioctHocTr (MKIT)
BeinonHenue TpeboBaHuii mogpasza. 17.3.2 nokymenTa «OnepalMoHHas CUCTeMa CrielMalbHOro Ha3HaueHus «Astra Linux Special

YcnewHo YcnemHo
Edition». PykoBoacto o KC3. Yacts 1» PYCB.10015-01 97 01-1
CoorBetctBue npenycraHoBiaeHHoH OC Astra Linux 1.6.0 guctpubyTuBy. [IpoBepKa BBIMOHSIACH C UCMIO/IB30BAHUEM YTHIIATHI

. Ycnewxo YcnemHo

fly-admin-int-check
Ynanenue I11 B cpene OC Astra Linux 1.6.0 YcrnelHo YcnemHo
KoppektHoe dyHkImonupoBanue [T B cpee OC Astra Linux 1.6.0 ripu BKJTFOUEHHOM MeXaHW3Me 3aMKHYTOU TTPOTPaMMHOM

YcnewHxo YcnemHo

cpegnl (3T1C)
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ITepeuens npoBepok coBmectumocT ITM u OC Astra Linux 1.6.11

ITpunoxenue 2 K IIporokony Ne 9353/2022

Homep Bepcun, pexxum dyHkuuonnposanus aapa OC Astra Linux 4.15.3-177- 4.15.3-177- 5.4.0-110- 5.4.0-110- 5.10.0-1057- 5.10.0-1057- 5.15.0-33- 5.15.0-33-
1.6.11 generic hardened generic hardened generic hardened generic hardened
HaumeHoBaHMe NPOBepKH PesynbTarhl NpoBepKH
BrimonHeHue TpeboBaHui rozipasy. 17.2 fokymeHTa «OrieparjiioHHast
cUCTeMa Criel{Ma/jIbHOro Ha3HaueHus «Astra Linux Special Edition». Yenexo Veremso Yenenso Yenenso Yenerso Yenewso Yenewno Yenewso
PykoBogcteo o KC3. Yacts 1» PYCB.10015-01 97 01-1
Yeranoska 11 B cpene OC Astra Linux 1.6.11 YcneuHo YcneuHo YcneuHo YcneuHo YcneutHo YcneutHo YcneuHo YcneuHo
3al‘lyCK, OCTaHOBKa Bbiro/Henust [TV B cpefe OC Astra Linux 1.6.11 Ycneuxo Ycneuxo Ycneuxo YcneuHo YcneuHo YcneuHo YcneuHo YcneuHo
KoppekTHOCTh paboThl MUHUMAaJIBHOM 6a30Boi (yHKIMOHaIbHOCTH [TU B

YcnenHo YcnenHo YcnenHo YcnenHo YcnenHo YcnenHo Ycnemso Ycnemso

cpege OC Astra Linux 1.6.11

KoppekrHoe ¢yHkionupoanue I B cpese OC Astra Linux 1.6.11 npu
9KCIIyaTalliy HeHy/IeBOT0 yPOBHS KOH(H/eHIINAILHOCTH MeXaHHu3Ma

MaH/|aTHOro yrpasieHus goctynom (MPLI)

He tpe6oBanach

He tpe6oBanach

He tpe6oBanack

He tpe6oBanacsk

He tpe6oBanachk

He tpeboBasnach

He tpeboBanach

He tpeboBasnach

KoppekrHoe ¢yHkumonuposanue 1Y B cpege OC Astra Linux 1.6.11 mpu

SKCIITyaTallid HU3KOTO YPOBHs 1[e/IOCTHOCTU MeXaHW3Ma MaHJaTHOTO Yereuro Yerneuro YernewHo YernewHo YenewHo Ycneuto VYenenro VenenHo
KoHTposA tenoctHocty (MKI)
BeimonHenye TpeboBanuii moApasa. 17.3.2 qokymenra «OreparjiioHHast
CHCTeMa CIIelMaJbHOro Ha3HadeHus «Astra Linux Special Edition». Yerermo Yerermmo Yeremmo Yenenmso Yenemso Yenenso Yerermto Yerermto
PykoBogctBo o KC3. Yacts 1» PYCB.10015-01 97 01-1
CoortBetctBue npeayctaHoBiaeHHod OC Astra Linux 1.6.11 auctpubyTHBYy.

. YcnemHo YcnemHo YcnemHo YcnewHo YcnewHo YcnemHo YcnemHo YcnenHo
ITpoBepKa BBITIONHSIACH C UCIIO/IB30BaHWEM YTHIMTHI astra-int-check
Ynanenue IT1 B cpene OC Astra Linux 1.6.11 YeneuHo YeneuHo Yeneuso Yeneuo Yenenso Yeneno Yenerto YenenHo
KoppekrHoe ¢yHkuyonrpoBanue [TU B cpese OC Astra Linux 1.6.11 npu

YcnewHo YcnewHo YcnewHo YcneuHo YcnewHo YcnewHo YcneuwHo YcnewHo

BK/IFOUEHHOM MexaHH3Me 3aMKHYTOM rporpaMMHoii cpefibl (3T1C)
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ITpunoxenue 3 K IIporokoay Ne 9353/2022

MucTpykius no ycraHoBke H yaaienuro ITN B cpepax: OC Astra Linux 1.6.0, OC

Astra Linux 1.6.11

1 ¥YcranoBka I[11:

1.1 BBINIOJIHUTE CUCTEMHbIe KOMaH/Ibl:

sudo dpkg -i iws-1.0.1-3.deb

cd /usr/bin

Jiws

1.2 aktuBUpoBaTh uLieH3uto [1U, yka3a ¢aiin kiroda 1fd028903761dbe04.lickey
2 Ynanenue I1U:

2.1 BBINOJHATH CUCTEMHYIO KOMaHZYy:

sudo apt autoremove --purge iws
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ITpunoxenue 4 K IIporokoay Ne 9353/2022

ITepeueHb UCN0/Ib3yeMbIX COKPaLleHHH

ABuC — 1¥BU3WOH BHEJPEHWS U COMPOBOXKIEHHS;

3IIC — 3amKHyTas rporpaMmHasi Cpeza;

MKII — MaHJaTHBIM KOHTPOJIb L|€JI0CTHOCTH;

MP/I — MmaHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC - oneparLoHHasi CUCTEMa;

OC Astra Linux 1.6.0 — onepaijvoHHas crMcTema CrieljiajbHOro HasHaueHust «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe o6HOB/eHue 1.6);

OC Astra Linux 1.6.11 — onepaijoHHas cucTeMa CIieljuajibHOro Ha3HaueHus1 «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe ob6HoB/ieHHe 1.6) C yCTaHOBIEHHBIM KyMY/IITUBHBIM
oriepaTBHBIM 00HOB/eHUeM 6Oe3omacHocti BIOJIJIETEHB Ne 20220829SE16 (omepatvBHOE
obHoBenue 1.6.11);

[N — nporpammHoe u3aenve «IWS (Irbby Web Scanner)» Bepcuu 1.0.1;

ITO — mporpaMMHOe obecrieueHHe.

MaeHtndurkatop AokymeHTa 21a5e7df-56da-4c32-8605-15a64831d566 - I
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