ITPOTOKOJI Ne 4880/2022
MPOBe/IeHNs COBMECTHBIX HCIBITaHUI nporpaMmMHuoro usjenus «StaffCop Enterprise» Bepcuu
4.7.1282 u onepanjoHHOM CHCTEeMbI 001jero HazHaueHus «Astra Linux Common Edition»
(ouepeaHoe o0HoB/IeHHe 2.12)

r. Mocksa 29.07.2022 1.

1 Tlpeamet ucCTIBITaHUM

1.1 B Hacrositiiem mpoTokosie 3adukcrupoBaH (akT rpoBeneHus: B nepuog ¢ 21.07.2022 o
25.07.2022 rr. COBMECTHBIX MCIbITaHUM mnporpammHoro usgenus «StaffCop Enterprise» Bepcun
4.7.1282 (manee — ITN), pa3paboranHoro OO0 «Atom Be3omacHOCTb», 1 OTEPalOHHOW CUCTEMBI
obiiero HaszHaueHus1 «Astra Linux Common Edition» (ouepegHoe obGHoBiieHue 2.12.44) (manee —
OC Astra Linux), pa3zpaborantnoit OOO «PycBUTex-AcTtpa».

2 OOBEKT UCTTBITAHUIH

2.1 TlepeueHb KOMIIOHEHTOB, SKCIUIyaTUPOBABILUIMXCS B XOAe TMPOBeJeHUs [aHHBIX

UCTIbITaHUM, oTHOCSIMXCs K [TU, ipefcTasnex B Tabnuiie 1.

Tabnuria 1 — IlepeueHb KOMITIOHEHTOB, OTHOCSIIMXCS K [TU

Onucanue HaumeHnoBaHue MD5 HNcTrounuk

@aiin nporpamMMHoro | «staffcop_server_4.7.1282-
e21fb91eb7a2a4087£50652d

raKeTta special_agent_6.0.1_signed_
d36425d0

muctpubytusa MU fstec.deb»

@aiin apxuBa,
cogepxkaiuii dailbl | «staffcop_additional_packag | 70c255ff20eb8afeafac599772
JIOTIOJTHUTEJIbHBIX es.zip» ab5f72 Cropona Pa3pabotuuka ITU

mogynei [TV

daiin foKymeHTa U3
«StaffcopEnterpriseFix3.pdf
cocTasa Oedefbc23f1ad346e82cb2b8f
» («Jokymenrars Staffcop
ouiansHON 0f41573
Enterprise Boiryck 4.7»)
JokyMmeHTtauuu [T

3 Xog, uCnbITaHUM
3.1 B xope nipoBeieHs1 HAaCTOSIIIMX UCTIBITAHUH OBLTM BBITIOTHEHBI TTPOBEPKH KOPPEKTHOCTH
¢yukumonvpoBanus 11 B cpesie OC Astra Linux B 06beme, ykazaHHoM B [1puioxkenuu 1.

4 Pe3ynbTaThl UCIIBITAHUI
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4.1 TN xoppekTHO pyHKIMOHUpYeT B cpefe OC Astra Linux.

BriBog

[MIM u OC Astra Linux coBMecTUMbI, MpUHMUMAass BO BHHMaHUe WH(OPMaLUIO,
cofepykallyrocs B pasgesnax 3, 4 v [Ipunoxenuu 2.

5 CocraB paboueti TpyIIITbI U TTOITUCH CTOPOH

J1aHHBII TTPOTOKOJ COCTaB/IeH yUaCTHUKAaMU pabouei rpyTib:

Kapnenko [I. . — pykoBoauTenb CeKTOpa UCMbITAHUMM Ha cOBMecTUMOCTh ¢ I1O otapena
TeCTUPOBaHUSl Ha COBMECTUMOCTb JerapTaMeHTa pa3BUTUSI TEXHOJOTMYeCKOro COTPYAHUYeCTBa
OBuC OO0 «PycbUTex-Actpa»;

Mwupakun 3. P. — uH)XXeHep CeKTOpa WCIBITAHWA Ha coBMectuMOCTb C [IO orgpena
TeCTUPOBaHUSl Ha COBMECTHMOCTb JerapTaMeHTa pa3BUTHUS TEeXHOJOIMYeCKOro COTPYLHWYeCTBa

OBuC OO0 «PycbWTex-Actpa».

00O «PycbNTex-Actpa»

PYKOBOZUTeNb CEeKTOPa MUCIbITaHWI Ha COBMeCTUMOCTb ¢ I1O0
OT/le/1a TeCTMPOBaHHWs Ha COBMECTUMOCTb JielapTaMeHTa
PasBUTHS TEXHOJIOTUYECKOro coTpyAHruuecTBa JBuC
(RomxwoCTS)

Kapnenko [I. 1.

(nognucs) (pamunust, MHULAATBL)
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ITpunoxenue 1 x IIporokosy Ne 4880/2022

ITepeuensb nmpoBepok coBMectumocT ITM u OC Astra Linux

5.10.0- 5.10.0-
Homep Bepcun, pexxum (pyHKIMOHMpoBaHud ajpa | 4.15.3-141 4.15.3-141 5.4.0-71 5.4.0-71
1038.40 1038.40
OC Astra Linux -generic -hardened -generic -hardened )
-generic -hardened
HaumMmeHoBaHHue NMpoBEPKHU Pe3yJIbTaTLI IPOBEPKHU
Ycranoska I1M B cpese OC Astra Linux Ycneuro Yenewro Ycneuro Yenewro Ycnewro Yenewro
3aryck, octaHoBKa BblrosiHeHus 111 B cpepe OC
. YcmemHo Ycnemxo Ycnemxo YcnemHo Ycnemxo YcnemHo
Astra Linux
OTtcyTcTBUe BHeceHUs1 u3MeHeHuit [1U B
komroHeHTbl OC Astra Linux: 3arpysuuk, spo, Ycneutto Yeneuxo Yeneuso YeneuHo Yenewto YcneuHo
MOZYJH siipa
OTcyTcTBre BHeceHUs1 usMeHeHui [1V B mapameTp
. YcmenHo YcnemnHo YcrmenHo YcnemHo YcnemHo YcnemnHo
cuctemHoro Bpemenu OC Astra Linux
Ynanenue IIN B cpese OC Astra Linux Ycnewro Ycnewro Ycnewro YcnewHo YcnewHo YcnewHo
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ITpunoxenue 2 K IIporokosny Ne 4880/2022
MucTpykiusa no ycraHoBke u yaasnenuio ITN B cpege OC Astra Linux

1 YcranoBka I[11:

1.1 BBIMO/JIHUTE CUCTEMHbIE KOMaH/IbI:

sudo -s

apt install -y openssh-server s123456ysstat python-pkg-resources dialog ffmpeg
nmap python-openssl htop libgxps2 libpng12-0 | libjson-perl libjson-xs-perl libtypes-
serialiser-perl unixodbc odbc-postgresql chromium-shell chromium-chromedriver

dpkg -i {libicu52_52.1-8+deb8u8_amd64.deb,libpg5_12.2-
2.pgdg80+1_amd64.deb,pgdg-keyring_2018.2_all.deb,postgresql-client-
common_213.pgdg80+1_all.deb,postgresql-client-11_11.7-
2.pgdg80+1_amd64.deb,postgresqgl-common_213.pgdg80+1_all.deb,postgresql-11_11.7-
2.pgdg80+1_amd64.deb,antiword_0.37-10+b1_amd64.deb,unrtf_0.21.5-
3+deb8ul_amd64.deb,pstotext 1.9-6+b1l amd64.deb,nginx-common_1.6.2-
5+deb8u5_all.deb,nginx-full_1.6.2-5+deb8u5 amd64.deb,nginx_1.6.2-
5+deb8u5_all.deb,libjpeg-turbo8_1.4.2-Oubuntu3.3_amd64.deb,libss|1.0.0_1.0.1t-
1+deb8ul2_amd64.deb,pv_1.5.7-2_amd64.deb,staffcop_server_4.7.1282-
special_agent _6.0.1_signed_fstec.deb}

2 Ynanenue I1U:

2.1 BBINOTHUTE CUCTEMHBIE KOMaH/bl, 1eCTBUS:

sudo apt purge -y opensssh-server sysstat python-pkg-resources dialog ffmpeg
nmap python-openssl libgxps2 libpng12-0 libcommon-sense-perl libjson-perl libjson-xs-perl
perl libtypes-serialiser-perl unixodbc odbc-postgresql chromium-shell chromium-

chromedriver
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IlepeyeHb HCNO/Ib3yeMbIX COKpallleHUH

ITpunoxxenue 3 K IIporokosny Ne 4880/2022

ABuC — 1¥MBU3UOH BHEJPEHNS U COTPOBOXKIEHNS;

OC — onepaljuoHHasi CUCTEMa;

OC Astra Linux — omeparnuoHHasi cuctema o0Oirero Ha3HaueHusi «Astra Linux Common

Edition» (ouepesHoe oOHOBNeHUe 2.12.44);

ITA — mporpammHoe u3znenue «StaffCop Enterprise» Bepcuu 4.7.1282;

10 — nporpammHOe obecrieueHwe.

[lokyMeHT noanucaH n nepesaH yepes onepatopa 340 AO «[10 «CKb KoHTyp»

Moanucn otnpasuTtena:

Bnaseneu ceptvidrikaTa: opraHm3aums, COTPYAHMK

® OO0 "PYCBUTEX-ACTPA"
KapneHko Amutpuii MiBaHOBWY, VHXeHep rpynnbl
no TECTUPOBaHWIO Ha COBMECTUMOCTb ¢ CBT.

Ceptudukar: CepUiHbIA HOMep, NepUos,
JencTemna
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