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MUCCUA
KOMIMAHUU

ObecneynTb TEXHONOrMYECKUIN
cyBepeHuTeT Poccum 1 ee nnaepcTeo

Ha MmpoBoM U T-pbiHKe B 06nacTtu
KOpNOpaTUBHbIX CEPBMCOB MYTEM
CO34aHus, Pa3BUTUS U NOAAEPIKKMU
OTEYECTBEHHbIX MPOrPaMMHbIX
NPOAYKTOB, OTBEYAOLLMX BCEM
NOTPEBHOCTSAM COBPEMEHHbIX
nosib3oBaTesnen

CTPATErMHECKASA LUEJIb
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K 2025 rogy ctaTb
NMAEepPOM POCCUIUCKOro
pblHKa B 06nacTm
NPOrpaMMHbIX peLLueHnm
AN aGMUHUCT PUPOBaHMUS
UT-uHbpacTpykTyp
opraHmsaumnm



O NMPOAYKTE

MporpammHubin komnnekc ALD Pro
Ha 6a3e OC Astra Linux npeaHa3HaueH

ANA LEHTPAIM30BaHHOMO YrpaBAeHUs
obbekTamu UT-uHbpacTpykTyp
opraHmMsauum pasIMYHOro MacluTaba

ALD Pro - npocToe ynpasneHue cnyxb6oii katanoros Linux
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AN MUTPaLMKM OAHHbIX
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HoBbiM noaxopn,
K agMUHUCTPUPOBAHUIO

P):T?} Linux

MpocTomn

W COBPEMEHHbIM
nHTepdenc
yrnpaBneHus
cucTeMomn

«CnpaBoYHbIN LEHTP»




PYHKUUNOHAJbHbIE
BO3MOXHOCTMU

HacTpoiika napameTpoB gomeHa
1 pennankaumm

HacTponka noBepuTenbHbIX
OTHOLLIEHUN C JOMEHOM
MS Active Directory*

YnpaBneHne obbekTaMmn AOMEHa:
KOMMbOTEpaMu, NMoJib30BaTENSIM
1 rpynnamum

ABTOMaTM3MPOBaHHAs YCTaHOBKa
OC 1 INO no cetT Ha KOMNbOTEPDI
B OOMEHE

YnpaBneHune 1 HacTporka
CUCTEMHbIX CEPBMCOB U CNYXO

XXypHanupoBaHue cobbITUM
M NPOCMOTP CUCTEMHbIX JIOrOB

YnpaBneHue vepapxmen
OpraHn3aLnMOHHOWN CTPYKTYpbI

Mwurpauma gaHHbIX
M3 OMeHa
MS Active Directory

Co3paHue 1M HazHayeHue rpynnoBbIX
MOJIUTUK Ha KOMﬂbI-OTepr
M nosib3oBaTenen

YnaneHHbIW gocTyn
K pabounM cTonam
rnosib3oBaTefnien JOMeHa

MOHUTOPUHI COCTOSAHMS
[lOMEHA 1 CepBepoB

BsaumogencTeue c opyrumm
npoayktamu 'K «Actpa»

* - Ha nepuod mMuzpayuu 8 cucmeme npedyCMOMmMpPeHa 803MOHCHOCMb HACMPOUKU 08YCMOPOHHUX
dosepumesibHbIX OMHOUWeHUU U CUHXpOHU3ayus daHHbIx ¢ MS Active Directory




CTpyKTypa noapasneneHnin oMeHa

VnpaBneHue AOMEHOM < S, Monb3oBatenu n KOMMblOTepbI < prnnoeble MOJINTUKU <

YnpasneHue CTPYKTYpPOn n
KoHOUrypaumen Cuctemsl

YnpaseHue opraH13aLioHHOM YrpaeneHue 1 HasHayeHne rpynmnoBbix
CTPYKTYpOW, NMoJib30BaTENSAIMM U NOSITHK

[(5 000 "OTeuecTBeHHbIE TEXHONOUK"

KOMMbOTEPAMU
[(5 [OenaprtameHT BHEapeHWs
[(5 Denaprament paspabotku [4
Bl ) YctaHoBkau o6HoBnenume MO < [4) AsTomaTuszayusa < e Ponu u cnyxG6bl caitTa < I“_-I OTAen KOHTPOnA KayecTsa
YnpaBneHue XypHanoM 3agaHuni, HacTpokz [aHNI Cny>x6bl paspeLLeHnst UMEH,
rpynnupoBKa 1 penosnTopum aB a Tak)Xe MHCTPYMEHTbI ANHaMNYeCKON HaCTPOWKK y3na, E OT,EI,eJ"I pa3p360Tl(M
nporpaMmHoro obecneyeHus [N YCTaHOBKM OMepaLuoHHON CUCTEeMbI CVYHXPOHM3aLUN BPEMEHU, NevaTn n
rno ceTun obWwmin goctyn K pannam .
[0 rpynna paspaboTku nHTepoeiicos
] rpynna paspaboTku cpeacTs ynpasneHus
Jdo ) MoHuTOpUHr < @ ) )KypHan co6biTUi < E OToen cMCTEMHOW MHOPACTPYKTYPbI
HacTponka napameTpoB MOHUTOPUHra, a HacTpoWka n npocMoTp >XXypHanos
TakXe XYypHan cobbITUA MOHUTOPUHIa U co6bITUIA D I'pynna aBToOMaTM3auunn
BUTPUHbI MOHUTOPWUHIA AOMeEHa
[ rpynna c6opku u gocTtaskm
MHTepdenc BbINONHEH B COBPEMEHHOM CTUJIE U NPefoCTaBAsSIET OTnuumuTtenbHas oco6eHHoctb ALD Pro —
y,D,OGHbIﬁ AOCTYIN KO BCEM beHKLI,MFIM CUCTEMDI 3TO BO3MOXXHOCTb MepapxXmn4yeckoro rnpeacrtaBsjieHUd

W ynpaBieHUs OpraHM3aLMOHHOM CTPYKTYpOK
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rCMCTEMA MO3BOJIAET BbINMOJIHATD

3A0AYMU ADMUHUCTPATOPA
BE3 NMYBOKOIO NMNOINPY>XXEHWA B LINUX

HacTporka napamMeTtpa

TeMbl

CocTofHWe napameTpa o6A3aTenbHO
BbikntoveHo v
BknroueHo
BblkntoueHo

HacTpolika napamMeTtpa

ABTOMaTM4YeCKOe BbIYMCNEHWME PAa3MEPOB NaHenNu 3afay, 3arofioBKOB ...

BasoBas packnagka Ansa HOBOro okHa

B cucrteme peanmsoBaHbl MeEXaHM3Mbl Ha3HAYEHUS
N MPUMEHEHMUS FPYNMNOBbIX MOJIUTUK C UCNONb30BaHUEM
MbILLW, 63 HEOBXOAMMOCTM HAaNUCaHUSA CKPUMTOB

> [Monb3oBaTenn

OcHoBHOW agpec

B nHTepderice npeaycMoTpeHbl
NoACKasky Ans yaobcTBa BBOAA AaHHbIX

> [leTpoB KOHCTaHTHH
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CnpaBOYHbIM LIEHTP

CopepxaHue OpraHW3aLMoHHas CTPyKTypa
[0 O cucreme
[J vnpasnenue nomerom COﬂ'ep)KaHl/Ie CcTaTbU

[(5 MNonbaosaTenw v komnbloTeps

o Oblwne creneHnsa
D3 Oprawssauonwas ctpyirypa « [loBaBnenve HOBOr0 NoAPaSTENeHNS

C n PABOLI H bl n LlE HTP = D Monb3oBaTenu . Pe,ﬂ,a KTUPOoBaHWe nogpasgeneHus
o OCHOBHOe
- [ rpynnol nonbaosateneii o Monb30BaTENM
BCTPOEH B ALD Prou AOCTYyNeEH - [0 Komnbiotepobi o KoMMblTEpSI
u3 noboro pa3gesia CUCTEMDbI - [ rpynnsi koMAsioTepos o [oyepHue nofapasaeneHms
o [pynnoBble NONUTUKHK
3 rpynnosbie nonuTiky = CrMCOK rpynmnoBbIX NOSUTUK
D YcTaHoBKa 1 o6HoBneHue MO = HasHa4veHue rpyl‘l!‘lOBOPI MONUTUKHU
- Bl Lrrrrree = 1aMeHeHWe NpuopuTeTa HasHaYEHHOM FPYNMNOBOM NOAUTUKK
- . = OTMeHa Ha3HaYeHMs rpynnoBoOi NOAMTMUKMA
P [ Ponn u cnyx6u caitta o Monutunkn MO
L o Cnncok rpynnoBbIX NoUTUK
- , [0 KonTponb koHurypauuia 5 27
s i “‘ = HasHaveHwe nonutuku MO
- a 0 Monuropuhr = /3MeHeHWe NpuopuTeTa HasHauYeHHOM NoAnTUKA MO
- ‘ [J >XypHan cobbiTuii = OTMeHa HasHaudeHus nonnTukK Mo
O

. « YoaneHue nogpasaeneHus
MoaroToBMTENbHbIE ASNCTBUA




NMOPAAOK BHEAPEHWA
MPOAYKTA

1. MpocToe 2. lNepBunyHas 3. HacTpowka poBepuTenbHbIX 4. Murpaumsa gaHHbIX
pa3BepTbiBaHME HacTporka OTHOLLUEHUI C CYLLECTBYHOLLUM U3 CYLLIECTBYHOLLETO
CUCTEMBI napaMeTpoB AOMEHa Z[LOMEHOM (OMUMOHANbHO) [lOMeHa (OrMuMOHaNbHO)

N CUCTEMHDbIX C}'Iy)K6

8. NobaeneHne 7. HacTtporika 6. NobaeneHune 5. HacTpoika cTpyKTypbl
KOMMbIOTEPOB MOSIHOMOYMM nosib3oBaTenemn noapasaeneHuii opraHmsauum
aAMUHUCTPaATOPOB n bopMupoBaHuMe rpynn
9. YcTaHoBKa 10. Co3paHue 11. YcTtaHoBKa 12. DkcnnyaTauys CUCTEMBbI:
OC no cetn A AEERER AN Ao T »  MopMMpOBaHME OTHETOB MO YCTaHOBNEHHBIM MOUTUKAM
(onuwpoHanbHo) rpynnoBbIX MO no cetun 1 MO Ha KNANMEeHTCKMX YCTPOUCTBaxX
NOANTUK

e YpaneHHbIM fOCTYN K paboymMM CToNaM nonb3oBaTenien

e  MOHUTOPUHI COCTOSHUS CEPBEPOB
U NPOCMOTP >XXYpHasia CUCTEMHbIX JIOrOB
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CTPYKTYPA CUCTEMDI

BsaumMopencTeue ¢ BHELLHUMU CUCTEMAMU

ApMUHUCTpaTOp

Microsoft
Active
Directory

[oBepuTenbHbie

OTHOLUEeHUd

C BHELWWHMM JOMEHOM

WUHTerpauusa
[LDAP, Samba]

Mwurpauus
[LDAP]

YnpaeneHue DNS

[DNS, DHCP, BIND]

YnpaeneHue
AOMEHOM
[HTTPS]

®ALD"°

Monb3oBaTenum
AyTeHTUdHUKauua
[Kerberos]
KoHdurypupoeaHue
[SaltStack]
YnaneHHoe Pa6ouas

ynpasnenue [VNC]

CUHXpOHU3auUsa
BpeMeHu [NTP]

CTaHUuusa
Pabouasa cTaHuua
Ha OC Astra Linux

KopHeBble cny«6bl
paspeLueHUs UMeH
BHewHue kopHeBble DNS-cepeepa

CepBep TO4YHOro

BpeMeHu

BHewHue cepsepa NTP

B3anmopencTeme KOMMNOHEHTOB

®ALD"

Cnyx6a DHCP Cnyx6a MoHUTOPUHT O6wuii poctyn
[ISC DHCP] neuaru [Zabbix/Grafana] K daiinam
[Cups] [Samba]
KoHTponep pomeHa
% [FreelPA/Bind9/SaltStack] Microsoft
AnMUHUCTpaTOp Active
Directory

Penosutopmii YcTraHoBKa Y
nporpamMMHoro OC no cetn CO6bITHIA
obecneuyeHus [Django/Apache/ [Fluentd]
[Reprepro] PXE]

ﬁ Knuent ALD Pro
[Zabix-agent, Salt-minion,

ocC Fluentd-agent, VNC-server]
[Astra Linux]




CBob6oaa oT CaHKLMOHHbIX
puckos

lMprMeHeHWe OTEYECTBEHHOMO PELLEHUS
YMEeHbLUAeT CTeMNeHb 3aBUCUMOCTH
opraHu3auum oT 3apybeXkHbIX BEHLOPOB

CHuXeHHe Tpe6oBaHUI
K YPOBHIO 3HaHUM1

B cdepax Linux

M NporpaMMM1poBaHuUs

MpocToe n ynobHoe cpencTso
aAMUHUCTPUPOBAHMA — HET HEOBX0ANMMOCTH
B CKpMMTax U NporpaMmMMpoBaHum

YMeHbLueHue
TPYAOEMKOCTH
aAMUHUCTPUPOBAHUSA

ABTOMaTM3aLMs 33434 U PYTUHHbIX
ornepauum 3Ha4YMTENIbHO YIMPOLLAET paboTy
agMUHUCTpaTopa

EanHasa Touka KoHTpons
M OTYETHOCTH

EOunHbIM MHCTPYMEHT

[ANS LEHTPANIN30BAHHOIO KOHTPOSIS
MUT-nHbpacTpyKTypbl U YNpaBneHUs BCEMU
ee 06beKTamMu
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JUNUEH3UPOBAHWE

Bup
JNIMLEH3UMpPOBaHUA

Cpok peiicTBuA
JNIMLEH3UMU

Tun TexHMYecKomn
noppepXXKu

CpoK TexHMUYeCKoM
noaaepXXKu

KnueHTtckas
JIMLEH3USNA

CepBepHasn
nuueH3ua

Mo konnyecTBy
KOHTPONEepoB AOMEHa

Mo konnyecTBy
KOMMbKOTEPOB B lOMEHE

1, 2, 3 rona u 6eccpo4yHo

«CraHpapTHbIM» U «[MprUBUNErMPOBaHHBIN» YPOBHU

1,2 unn 3 ropa

YCNYIr'N TEXHUYECKOMU

NMOAAEPXKW

CTAHOAPTHbIN
YPOBEHb

O6paboTka nt0bOro KONMYECTBA
3aMnpoCoB Ha nopTasne U no TenedoHy

O6cny>knBaHue Mo ByagHAM
c 9 po 18 yacos MCK

Peructpaumsa 3anpocos Ha noptane 24/7
Cpok peakumu Ha 3anpoc — oT 8 yacoB
Mony4yeHne 0GHOBNEHUI CUCTEMDI

KoHcynbTaumm no yctaHoBKe
W HacTpoWKe NpoayKTa

Hoctyn K:

- lnyHoMy kabuHeTy

- CucTemMe oTcneXXmBaHMa OLLIMBOK
- «CnpaBoOYHOMY LIEHTpY»

- baze 3HaHUM

T

+

'+_I NMPUBUJIETUPOBAHHbIN

YPOBEHb

Bce ycnyru «CraHaapTHOro» ypoBHS

lMpreM n 06paboTka 3KCTPEHHbIX
3anpocoB B pexxume 24/7

Cpok peakuLumM Ha 3anpoc — oT 4 yacoB
BblgeneHHbIM MeHemkep

YnaneHHoe NoAK/ItoYeHME K CUCTEME
K/NMEHTa A1F PELLEHNa ero Bornpocos

KoHcynbTauuu no yctaHoske MO
TEXHOIOFMYECKMX MAPTHEPOB BEHAOPA




[TpocToe pelueHume

CJIOXKHbIX 3a0a4




r.Mocksa, BapLuasckoe Liocce, 26
www.aldpro.ru
aldpro@astralinux.ru

+7 495 369-48-16



